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Responsible entities must notify the Secretary of Home Affairs (the Secretary), through the 
Cyber and Infrastructure Security Centre, of any change or proposed changes to their 
telecommunications systems or services that are likely to have a material adverse effect 
on its capacity to protect its asset. 
 
  
From 4 April 2025, following amendments to the Security of 

Critical Infrastructure Act 2018 (SOCI Act), all responsible 

entities for a critical telecommunications asset have 

additional obligations to protect their critical 

telecommunication assets from all-hazards including, but not 

limited to: 

• Material risks  

e.g. stoppage or major slowdown of critical infrastructure 

asset’s functions for an unmanageable period 

• Cyber and information security hazards  

e.g. phishing attacks, malware and ransomware, etc.  

• Personnel hazards 

e.g. insider threat, malicious o negligent employees, etc. 

• Supply chain hazards 

e.g. unauthorised access, interference or exploitation of 

the asset’s supply chain 

• Physical security hazards and natural hazards  

e.g. exposed cables, fires, earthquakes, floods, etc.  

 

When should I notify the 
Secretary of a change or 
proposed change to 
telecommunications systems or 
services? 

 

The SOCI Act requires a responsible entity for a critical 

telecommunications asset to notify the Secretary as soon as 

practicable after becoming aware that a change or proposed 

change to telecommunication services or systems is likely to 

have a material adverse effect on the entity’s capacity to 

comply with the requirement to protect the asset to ensure 

the confidentiality of communications (as defined within the 

Telecommunications Act 1997) carried on, and of 

information contained on it. 

Practically, a responsible entity should notify the Secretary 

of a change once an employed officer realises that the 

change could impact on security of the asset or 

confidentiality of communications on or in the asset. ‘As 

soon as practicable’ provides the entity some time to 

assemble the necessary documentation to perform a 

submission.  

Ideally, notification should occur: 

• before entering into any binding undertakings; 

• at the early stages of any business plans, contracts or 

negotiations; and 

• at the point of designing or planning changes to networks 

and services. 

In this way the notification requirement facilitates a 

proactive culture where national security considerations are 

embedded into business decision making and operations.  

The requirement to notify arises only from a change to a 

system or service, not from existing operations. 

 

What is a material adverse effect? 

A material adverse effect includes any change which is likely 

to have an actual or measurable negative impact on the 

capacity of the responsible entity to comply with the 
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obligation to protect the security of its critical 

telecommunications asset. 

The CISC considers that any changes to core or sensitive 

systems or services is likely to have a material adverse effect 

on the capacity of responsible entities to protect its asset and 

requires a notification of change.  

What type of changes are likely to 
have a material adverse effect? 

Subsection 30EB(1) of the SOCI Act details the types of 

changes likely to have a material adverse effect on 

responsible entities to meet thee obligation to protect its 

asset, including:  

• providing new telecommunications services, for example 

VoIP, email and messaging services; 

• changing the location of telecommunications equipment 

and network management equipment (including moving 

equipment outside Australia); 

• procuring telecommunications equipment and network 

management equipment (including procuring equipment 

that is located outside Australia) where the equipment 

forms or supports 'sensitive parts of networks'; 

• entering into outsourcing arrangements, 

– to have all or part of the telecommunication services 

provided for a carrier, or 

– to have all or part of the provision of 

telecommunication services managed for a carrier, 

such as managed services for the management of all 

or some of the carrier’s telecommunications data; 

– for the management of all or some of the carrier’s 

telecommunications data. 

• a carrier entering into arrangements to have all or some 

of its telecommunications information accessed by 

persons outside Australia; 

• a carrier entering into arrangements to have all or some 

information or documents to which subsection 30EB(1) of 

the SOCI Act applies kept outside Australia; 

 

• changing the levels of access to, or control of, sensitive 

data or information, including customer data; or 

• changing the management of services, including new 

contractual arrangements and third parties. 

Notifiable equipment includes equipment that is essential to 

the carrier’s telecommunications system or the provision of 

its services. Any equipment that manages confidential 

information is notifiable. 

 

What type of change is not likely to 
have a material adverse effect? 

Responsible entities do not need to submit notifications for 

changes that do not affect their capacity to comply with their 

security obligation. 

Examples include:  

• replacing like-for-like equipment 

• day-to-day changes, such as routing changes or software 

updates. 

• emergency changes, including urgent changes to 

maintain the availability of a network, provided you submit 

a notification as soon as practicable.  

• testing or trials not connected to an Australian 

telecommunications network and where protections are 

applied to customer data. 

How do I notify the Secretary of a 
proposed change? 

Notifications must be made using the Change notification 

form) available from the Cyber and Infrastructure Security 

Centre website. An entity should consider the information 

set out in Part 4 of the Telecommunications Security and 

Risk Management Program Rules (TSRMP) to make sure 

https://www.cisc.gov.au/resources/paper-forms
https://www.cisc.gov.au/resources/paper-forms
https://www.cisc.gov.au/resources/paper-forms
https://www.cisc.gov.au/resources/paper-forms
https://www.legislation.gov.au/F2025L00325/asmade/text
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they are supplying the Secretary sufficient information to 

assess the change or proposed change. 

Please ensure that all required questions are answered and 

that the form is dated and electronically signed. Submit the 

PDF notification and all attachments through the Centre’s 

secure submission portal.  

An automatic receipt will be generated when the notification 

has been successfully submitted to the Secretary showing 

the time and date of submission. 

 

What happens after I notify the 
Secretary of a proposed change? 

Following the submission of a notification the responsible 

entity will receive one of the following notices from the 

Secretary within 22 business days of notifying of a 

proposed change:  

• Further information: request under subsection 

30EC(4) for further information about the planned 

change so the Secretary can assess whether there is a 

security risk to the critical telecommunications asset. 

• Additional further information: request under 

subsection 30EC(6) for additional further information 

about the planned change so the Secretary can assess 

whether there is a security risk to the critical 

telecommunications asset. 

• Risk associated: notice under subsection 30EC(1) 

advising the responsible entity of a risk associated with 

the change or proposed change.  

In this situation the Secretary will seek to engage the 

carrier to discuss and determine appropriate measures to 

reduce or eliminate the identified security risk. 

• No risk: notice under subsection 30ED(4) advising that 

the Secretary is satisfied that there is not a security risk 

to the critical telecommunications asset. 

While the above process is premised on cooperative 

engagement and collaboration, in the event that a 

responsible entity refuses to provide information requested 

by the Secretary or fails to address potential security risks, 

the responsible Minister may exercise a direction or 

information gathering power. 

Contact us 

Any questions about notification requirements should be 

directed to the Cyber and Infrastructure Security Centre by 

email at enquiries@cisc.gov.au or on 1300 27 25 24.
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