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Handbook guidance 

This handbook contains relevant extracts from the Security of Critical Infrastructure Act 2018 and the 

Security Legislation Amendment (Critical Infrastructure Protection) Act 2022 Explanatory Memorandum. 

Factsheets on this legislation is available through the Cyber and Infrastructure Security Centre website, 

including: 

 CISC Factsheet - The Security Legislation Amendment (Critical Infrastructure Protection) Act 2022  

 CISC Factsheet - Systems of National Significance / Enhanced Cyber Security Obligations  

 CISC Factsheet - Use and Disclosure of Protected Information  

The information contained in this document does not constitute legal advice. Readers are encouraged to 
obtain legal advice that applies to their particular circumstances. The Commonwealth of Australia does not 
guarantee the currency or completeness of any information in this document. 
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Security of Critical Infrastructure Act 2018 

The following text is from Part 6A of the SOCI Act. 

Part 6A—Declaration of systems of national significance by the Minister 

Division 1—Simplified outline of this Part 

52A  Simplified outline of this Part 

The Minister may privately declare a critical infrastructure asset to be a system of national significance. 

The Minister must notify each reporting entity for an asset that is a declared system of national 

significance. 

If a reporting entity for an asset that is a declared system of national significance ceases to be such a 

reporting entity, or becomes aware of another reporting entity for the asset, the entity must notify the 

Secretary. 

Note: It is an offence to disclose that an asset has been declared a system of national significance (see section 45). 

Division 2—Declaration of systems of national significance by the Minister 

52B  Declaration of systems of national significance by the Minister 

 (1) The Minister may, in writing, declare a particular asset to be a system of national significance if: 

 (a) the asset is a critical infrastructure asset; and 

 (b) the Minister is satisfied that the asset is of national significance. 

 (2) In determining whether an asset is of national significance for the purposes of subsection (1), the Minister 

must have regard to: 

 (a) the consequences that would arise for: 

 (i) the social or economic stability of Australia or its people; or 

 (ii) the defence of Australia; or 

 (iii) national security; 

  if a hazard were to occur that had a significant relevant impact on the asset; and 

 (b) if the Minister is aware of one or more interdependencies between the asset and one or more other 

critical infrastructure assets—the nature and extent of those interdependencies; and 

 (c) such other matters (if any) as the Minister considers relevant. 

 (3) The Minister must notify the following of the declaration, in writing, within 30 days after making the 

declaration in relation to an asset: 

 (a) each reporting entity for the asset; 

 (aa) the Parliamentary Joint Committee on Intelligence and Security; 

 (b) if the asset is a tangible asset located (wholly or partly) in a State, the Australian Capital Territory 

or the Northern Territory—the First Minister of the State, the Australian Capital Territory or the 

Northern Territory, as the case requires. 

 (4) A declaration under subsection (1) is not a legislative instrument. 

 (5) To avoid doubt, an asset may be the subject of a declaration under subsection (1) even if the asset is not a 

system. 
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52C  Consultation—declaration 

 (1) Before making a declaration under section 52B in relation to an asset, the Minister must give the 

responsible entity for the asset a notice: 

 (a) setting out the proposed declaration; and 

 (b) inviting the entity to make submissions to the Minister about the proposed declaration within: 

 (i) 28 days after the notice is given; or 

 (ii) if a shorter period is specified in the notice—that shorter period. 

 (2) The Minister must consider any submissions received within: 

 (a) the 28-day period mentioned in subparagraph (1)(b)(i); or 

 (b) if a shorter period is specified in the notice—that shorter period. 

 (3) The Minister must not specify a shorter period in the notice unless the Minister is satisfied that the shorter 

period is necessary due to urgent circumstances. 

 (4) The notice must set out the reasons for making the declaration, unless the Minister is satisfied that doing 

so would be prejudicial to security. 

52D  Notification of change to reporting entities for asset 

Scope 

 (1) This section applies if a reporting entity (the first entity) for an asset declared under subsection 52B(1) to 

be a system of national significance: 

 (a) ceases to be a reporting entity for the asset; or 

 (b) becomes aware of another reporting entity for the asset (whether or not as a result of the first entity 

ceasing to be a reporting entity). 

Notification 

 (2) The first entity must, within 30 days, notify the Secretary of the following: 

 (a) the fact in paragraph (1)(a) or (b) (as the case requires); 

 (b) if another entity is a reporting entity for the asset—the name of each other entity and the address of 

each other entity’s head office or principal place of business (to the extent known by the first 

entity). 

Civil penalty: 150 penalty units. 

 (3) The first entity must use the entity’s best endeavours to determine the name and relevant address of any 

other entity for the purposes of paragraph (2)(b). 

 (4) If the Secretary is notified of another entity under paragraph (2)(b), the Secretary must notify the other 

entity of the declaration under subsection 52B(1), in writing, within 30 days after being notified under 

that paragraph. 

52E  Review of declaration 

Scope 

 (1) This section applies if an asset is declared under subsection 52B(1) to be a system of national 

significance. 

Request 

 (2) The responsible entity for the asset may, by written notice given to the Secretary, request the Secretary to 

review whether the asset is of national significance. 
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Requirement 

 (3) The Secretary must, within 60 days after the request is given: 

 (a) review whether the asset is of national significance; and 

 (b) give the Minister: 

 (i) a report of the review; and 

 (ii) a statement setting out the Secretary’s findings. 

 (4) The review must be undertaken in consultation with the responsible entity for the asset. 

 (5) In reviewing whether the asset is of national significance, the Secretary must have regard to: 

 (a) the consequences that would arise for: 

 (i) the social or economic stability of Australia or its people; or 

 (ii) the defence of Australia; or 

 (iii) national security; 

  if a hazard were to occur that had a significant relevant impact on the asset; and 

 (b) if the Secretary is aware of one or more interdependencies between the asset and one or more other 

critical infrastructure assets—the nature and extent of those interdependencies; and 

 (c) such other matters (if any) as the Secretary considers relevant. 

Limit 

 (6) The responsible entity for the asset must not make more than one request under subsection (2) in relation 

to the asset during a 12-month period. 

52F  Revocation of determination 

Scope 

 (1) This section applies if: 

 (a) a declaration under subsection 52B(1) is in force in relation to an asset; and 

 (b) the Minister is no longer satisfied that the asset is of national significance. 

Duty to revoke declaration 

 (2) The Minister must, in writing, revoke the declaration. 

Revocation is not a legislative instrument 

 (3) A revocation of the declaration is not a legislative instrument. 

Application of Acts Interpretation Act 1901 

 (4) This section does not, by implication, affect the application of subsection 33(3) of the Acts Interpretation 

Act 1901 to an instrument made under a provision of this Act. 

Part 7—Miscellaneous  

The following text is from Part 7 (Division 4) of the SOCI Act. 

60  Periodic report 

(1) The Secretary must give the Minister, for presentation to the Parliament, a report on the operation of 

this Act for a financial year. 

(2) Without limiting subsection (1), the report must deal with: 
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                     (a)  the number of notifications that were made during the financial year to the Secretary under 

Division 3 of Part 2 (obligation to give information and notify of events); and 

                     (b)  any directions given during the financial year by the Minister under section 32 (direction if 

risk of act or omission that would be prejudicial to security); and 

                     (c)  the use during the financial year of the Secretary’s powers under Division 2 of Part 4 

(Secretary’s power to obtain information or documents); and 

                     (d)  any action taken during the financial year against an entity under the Regulatory Powers 

Act as a result of Part 5 (enforcement) of this Act; and 

                     (e)  the number of declarations of assets as critical infrastructure assets that were made during 

the financial year by the Minister under section 51; and 

                     (h)  the number of cyber security incidents reported during the financial year under 

section 30BC; and 

                      (i)  the number of cyber security incidents reported during the financial year under 30BD; and 

                     (n)  the number of Ministerial authorisations given under section 35AB during the financial 

year; and 

                     (o)  the number of Ministerial authorisations given under paragraph 35AB(2)(a) or (b) during 

the financial year; and 

                     (p)  the number of Ministerial authorisations given under paragraph 35AB(2)(c) or (d) during 

the financial year; and 

                     (q)  the number of Ministerial authorisations given under paragraph 35AB(2)(e) or (f) during 

the financial year. 

(3)  A report under subsection (1) must not include personal information (within the meaning of 

the Privacy Act 1988). 

Note:          See also section 34C of the Acts Interpretation Act 1901, which contains extra rules about periodic reports. 

The following text is from Part 2C of the SOCI Act. 

Part 2C—Enhanced Cyber Security Obligations 

Division 1—Simplified outline of this Part 

30CA  Simplified outline of this Part 

• This Part sets out enhanced cyber security obligations that relate to systems of national significance. 

• The responsible entity for a system of national significance may be subject to statutory incident 

response planning obligations. 

• The responsible entity for a system of national significance may be required to undertake a cyber 

security exercise. 

• The responsible entity for a system of national significance may be required to undertake a 

vulnerability assessment. 

• If a computer is a system of national significance, or is needed to operate a system of national 

significance, a relevant entity for the system may be required to: 

 (a) give ASD periodic reports of system information; or 

 (b) give ASD event-based reports of system information; or 

 (c) install software that transmits system information to ASD. 

Note: For a declaration of a system of national significance, see section 52B. 



 

 

 Cyber and Infrastructure Security Centre 

Systems of National Significance and 

Enhanced Cyber Security Obligations | 10 

Division 2—Statutory incident response planning obligations 

Subdivision A—Application of statutory incident response planning obligations 

30CB  Application of statutory incident response planning obligations—determination by the 

Secretary 

 (1) The Secretary may, by written notice given to an entity that is the responsible entity for a system of 

national significance, determine that the statutory incident response planning obligations apply to the 

entity in relation to: 

 (a) the system; and 

 (b) cyber security incidents. 

 (2) A determination under this section takes effect at the time specified in the determination. 

 (3) The specified time must not be earlier than the end of the 30-day period that began when the notice was 

given. 

 (4) In deciding whether to give a notice to an entity under this section in relation to a system of national 

significance, the Secretary must have regard to: 

 (a) the costs that are likely to be incurred by the entity in complying with Subdivision B; and 

 (b) the reasonableness and proportionality of applying the statutory incident response planning 

obligations to the entity in relation to: 

 (i) the system; and 

 (ii) cyber security incidents; and 

 (c) such other matters (if any) as the Secretary considers relevant. 

 (5) Before giving a notice to an entity under this section in relation to a system of national significance, the 

Secretary must consult: 

 (a) the entity; and 

 (b) if there is a relevant Commonwealth regulator that has functions relating to the security of that 

system—the relevant Commonwealth regulator. 

 (6) A determination under this section is not a legislative instrument. 

30CC  Revocation of determination 

Scope 

 (1) This section applies if: 

 (a) a determination is in force under section 30CB; and 

 (b) notice of the determination was given to a particular entity. 

Power to revoke determination 

 (2) The Secretary may, by written notice given to the entity, revoke the determination. 

Application of the Acts Interpretation Act 1901 

 (3) This section does not, by implication, affect the application of subsection 33(3) of the Acts Interpretation 

Act 1901 to an instrument made under a provision of this Act (other than this Division). 

Subdivision B—Statutory incident response planning obligations 

30CD  Responsible entity must have an incident response plan 

  If: 
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 (a) an entity is the responsible entity for a system of national significance; and 

 (b) the statutory incident response planning obligations apply to the entity in relation to: 

 (i) the system; and 

 (ii) cyber security incidents; 

the entity must: 

 (c) adopt; and 

 (d) maintain; 

an incident response plan that applies to the entity in relation to: 

 (e) the system; and 

 (f) cyber security incidents. 

Civil penalty: 200 penalty units. 

30CE  Compliance with incident response plan 

  If: 

 (a) an entity is the responsible entity for a system of national significance; and 

 (b) the entity has adopted an incident response plan that applies to the entity; 

the entity must comply with: 

 (c) the incident response plan; or 

 (d) if the plan has been varied on one or more occasions—the plan as varied. 

Civil penalty: 200 penalty units. 

30CF  Review of incident response plan 

  If: 

 (a) an entity is the responsible entity for a system of national significance; and 

 (b) the entity has adopted an incident response plan that applies to the entity; 

the entity must review the plan on a regular basis. 

Civil penalty: 200 penalty units. 

30CG  Update of incident response plan 

  If: 

 (a) an entity is the responsible entity for a system of national significance; and 

 (b) the entity has adopted an incident response plan that applies to the entity; 

the entity must take all reasonable steps to ensure that the plan is up to date. 

Civil penalty: 200 penalty units. 

30CH  Copy of incident response plan must be given to the Secretary 

 (1) If: 

 (a) an entity is the responsible entity for a system of national significance; and 

 (b) the entity adopts an incident response plan that applies to the entity; 

the entity must: 

 (c) provide a copy of the incident response plan to the Secretary; and 

 (d) do so as soon as practicable after the adoption. 

Civil penalty: 200 penalty units. 

 (2) If: 

 (a) an entity is the responsible entity for a system of national significance; and 
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 (b) the entity varies an incident response plan that applies to the entity; 

the entity must: 

 (c) provide a copy of the varied incident response plan to the Secretary; and 

 (d) do so as soon as practicable after the variation. 

Civil penalty: 200 penalty units. 

30CJ  Incident response plan 

 (1) An incident response plan is a written plan: 

 (a) that applies to an entity that is the responsible entity for a system of national significance; and 

 (b) that relates to the system; and 

 (c) that relates to cyber security incidents; and 

 (d) the purpose of which is to plan for responding to cyber security incidents that could have a relevant 

impact on the system; and 

 (e) that complies with such requirements (if any) as are specified in the rules. 

 (2) Requirements specified under paragraph (1)(e): 

 (a) may be of general application; or 

 (b) may relate to one or more specified systems of national significance; or 

 (c) may relate to one or more specified types of cyber security incidents. 

Note: For specification by class, see subsection 13(3) of the Legislation Act 2003. 

 (3) Subsection (2) of this section does not, by implication, limit subsection 33(3A) of the Acts Interpretation 

Act 1901. 

30CK  Variation of incident response plan 

  An incident response plan may be varied, so long as the varied plan is an incident response plan. 

30CL  Revocation of adoption of incident response plan 

  If an entity has adopted an incident response plan that applies to the entity, this Division does not prevent 

the entity from: 

 (a) revoking that adoption; and 

 (b) adopting another incident response plan that applies to the entity. 

Division 3—Cyber security exercises 

30CM  Requirement to undertake cyber security exercise 

 (1) The Secretary may, by written notice given to an entity that is the responsible entity for a system of 

national significance, require the entity to: 

 (a) undertake a cyber security exercise in relation to: 

 (i) the system; and 

 (ii) all types of cyber security incidents; and 

 (b) do so within the period specified in the notice. 

 (2) The Secretary may, by written notice given to an entity that is the responsible entity for a system of 

national significance, require the entity to: 

 (a) undertake a cyber security exercise in relation to: 

 (i) the system; and 

 (ii) one or more specified types of cyber security incidents; and 

 (b) do so within the period specified in the notice. 
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 (3) The period specified in a notice under subsection (1) or (2) must not be earlier than the end of the 30-day 

period that began when the notice was given. 

 (4) A notice under subsection (1) or (2) may also require the entity to do any or all of the following things: 

 (a) allow one or more specified designated officers to observe the cyber security exercise; 

 (b) provide those designated officers with access to premises for the purposes of observing the cyber 

security exercise; 

 (c) provide those designated officers with reasonable assistance and facilities that are reasonably 

necessary to allow those designated officers to observe the cyber security exercise; 

 (d) allow those designated officers to make such records as are reasonably necessary for the purposes of 

monitoring compliance with the notice; 

 (e) give those designated officers reasonable notice of the time when the cyber security exercise will 

begin. 

 (5) In deciding whether to give a notice to an entity under subsection (1) or (2), the Secretary must have 

regard to: 

 (a) the costs that are likely to be incurred by the entity in complying with the notice; and 

 (b) the reasonableness and proportionality of the requirement in the notice; and 

 (c) such other matters (if any) as the Secretary considers relevant. 

 (6) Before giving a notice to an entity under subsection (1) or (2) in relation to a system of national 

significance, the Secretary must consult: 

 (a) the entity; and 

 (b) if there is a relevant Commonwealth regulator that has functions relating to the security of that 

system—the relevant Commonwealth regulator. 

30CN  Cyber security exercise 

 (1) A cyber security exercise is an exercise: 

 (a) that is undertaken by the responsible entity for a system of national significance; and 

 (b) that relates to the system; and 

 (c) that either: 

 (i) relates to all types of cyber security incidents; or 

 (ii) relates to one or more specified types of cyber security incidents; and 

 (d) if the exercise relates to all types of cyber security incidents—the purpose of which is to: 

 (i) test the entity’s ability to respond appropriately to all types of cyber security incidents that 

could have a relevant impact on the system; and 

 (ii) test the entity’s preparedness to respond appropriately to all types of cyber security incidents 

that could have a relevant impact on the system; and 

 (iii) test the entity’s ability to mitigate the relevant impacts that all types of cyber security incidents 

could have on the system; and 

 (e) if the exercise relates to one or more specified types of cyber security incidents—the purpose of 

which is to: 

 (i) test the entity’s ability to respond appropriately to those types of cyber security incidents that 

could have a relevant impact on the system; and 

 (ii) test the entity’s preparedness to respond appropriately to those types of cyber security 

incidents that could have a relevant impact on the system; and 

 (iii) test the entity’s ability to mitigate the relevant impacts that those types of cyber security 

incidents could have on the system; and 

 (f) that complies with such requirements (if any) as are specified in the rules. 

 (2) Requirements specified under paragraph (1)(f): 

 (a) may be of general application; or 

 (b) may relate to one or more specified systems of national significance; or 
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 (c) may relate to one or more specified types of cyber security incidents. 

Note: For specification by class, see subsection 13(3) of the Legislation Act 2003. 

 (3) Subsection (2) of this section does not, by implication, limit subsection 33(3A) of the Acts Interpretation 

Act 1901. 

30CP  Compliance with requirement to undertake cyber security exercise 

  An entity must comply with a notice given to the entity under section 30CM. 

Civil penalty: 200 penalty units. 

30CQ  Internal evaluation report 

 (1) If an entity undertakes a cyber security exercise under section 30CM, the entity must: 

 (a) do both of the following: 

 (i) prepare an evaluation report relating to the cyber security exercise; 

 (ii) give a copy of the report to the Secretary; and 

 (b) do so: 

 (i) within 30 days after the completion of the exercise; or 

 (ii) if the Secretary allows a longer period—within that longer period. 

Civil penalty: 200 penalty units. 

 (2) An evaluation report prepared by an entity under subsection (1) is not admissible in evidence against the 

entity in civil proceedings relating to a contravention of a civil penalty provision of this Act (other than 

subsection (1) of this section or subsection 30CR(6)). 

30CR  External evaluation report 

Scope 

 (1) This section applies if an entity has undertaken a cyber security exercise under section 30CM, and: 

 (a) all of the following conditions are satisfied: 

 (i) the entity has prepared, or purported to prepare, an evaluation report under section 30CQ 

relating to the exercise; 

 (ii) the entity has given a copy of the report to the Secretary; 

 (iii) the Secretary has reasonable grounds to believe that the report was not prepared appropriately; 

or 

 (b) the entity has contravened section 30CQ. 

Requirement 

 (2) The Secretary may, by written notice given to the entity, require the entity to: 

 (a) appoint an external auditor; and 

 (b) arrange for the external auditor to prepare an evaluation report (the new evaluation report) relating 

to the exercise; and 

 (c) arrange for the external auditor to give the new evaluation report to the entity; and 

 (d) give the Secretary a copy of the new evaluation report within: 

 (i) the period specified in the notice; or 

 (ii) if the Secretary allows a longer period—that longer period. 

 (3) The notice must specify: 

 (a) the matters to be covered by the new evaluation report; and 

 (b) the form of the new evaluation report and the kinds of details it is to contain. 
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Consultation 

 (4) Before giving a notice to an entity under this section in connection with a cyber security exercise that 

relates to a system of national significance, the Secretary must consult: 

 (a) the entity; and 

 (b) if there is a relevant Commonwealth regulator that has functions relating to the security of that 

system—the relevant Commonwealth regulator. 

Eligibility for appointment as an external auditor 

 (5) An individual is not eligible to be appointed as an external auditor by the entity if the individual is an 

officer, employee or agent of the entity. 

Compliance 

 (6) An entity must comply with a requirement under subsection (2). 

Civil penalty: 200 penalty units. 

Immunity 

 (7) The new evaluation report is not admissible in evidence against the entity in civil proceedings relating to 

a contravention of a civil penalty provision of this Act (other than subsection (6)). 

30CS  Meaning of evaluation report 

  An evaluation report, in relation to a cyber security exercise that was undertaken in relation to a system 

of national significance, is a written report: 

 (a) if the exercise relates to all types of cyber security incidents—the purpose of which is to: 

 (i) evaluate the entity’s ability to respond appropriately to all types of cyber security incidents that 

could have a relevant impact on the system; and 

 (ii) evaluate the entity’s preparedness to respond appropriately to all types of cyber security 

incidents that could have a relevant impact on the system; and 

 (iii) evaluate the entity’s ability to mitigate the relevant impacts that all types of cyber security 

incidents could have on the system; and 

 (b) if the exercise relates to one or more specified types of cyber security incidents—the purpose of 

which is to: 

 (i) evaluate the entity’s ability to respond appropriately to those types of cyber security incidents 

that could have a relevant impact on the system; and 

 (ii) evaluate the entity’s preparedness to respond appropriately to those types of cyber security 

incidents that could have a relevant impact on the system; and 

 (iii) evaluate the entity’s ability to mitigate the relevant impacts that those types of cyber security 

incidents could have on the system; and 

 (c) that complies with such requirements (if any) as are specified in the rules. 

30CT  External auditors 

 (1) The Secretary may, by writing, authorise a specified individual to be an external auditor for the purposes 

of this Act. 

Note: For specification by class, see subsection 33(3AB) of the Acts Interpretation Act 1901. 

 (2) An authorisation under subsection (1) is not a legislative instrument. 
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Division 4—Vulnerability assessments 

30CU  Requirement to undertake vulnerability assessment 

 (1) The Secretary may, by written notice given to an entity that is the responsible entity for a system of 

national significance, require the entity to: 

 (a) undertake, or cause to be undertaken, a vulnerability assessment in relation to: 

 (i) the system; and 

 (ii) all types of cyber security incidents; and 

 (b) do so within the period specified in the notice. 

 (2) The Secretary may, by written notice given to an entity that is the responsible entity for a system of 

national significance, require the entity to: 

 (a) undertake, or cause to be undertaken, a vulnerability assessment in relation to: 

 (i) the system; and 

 (ii) one or more specified types of cyber security incidents; and 

 (b) do so within the period specified in the notice. 

 (3) In deciding whether to give a notice to an entity under subsection (1) or (2), the Secretary must have 

regard to: 

 (a) the costs that are likely to be incurred by the entity in complying with the notice; and 

 (b) the reasonableness and proportionality of the requirement in the notice; and 

 (c) such other matters (if any) as the Secretary considers relevant. 

 (4) Before giving a notice to an entity under subsection (1) or (2) in relation to the system of national 

significance, the Secretary must consult: 

 (a) the entity; and 

 (b) if there is a relevant Commonwealth regulator that has functions relating to the security of that 

system—the relevant Commonwealth regulator. 

30CV  Compliance with requirement to undertake a vulnerability assessment 

  An entity must comply with a notice given to the entity under section 30CU. 

Civil penalty: 200 penalty units. 

30CW  Designated officers may undertake a vulnerability assessment 

Scope 

 (1) This section applies if: 

 (a) an entity is the responsible entity for a system of national significance; and 

 (b) either: 

 (i) the Secretary has reasonable grounds to believe that if the entity were to be given a notice 

under subsection 30CU(1) or (2), the entity would not be capable of complying with the 

notice; or 

 (ii) the entity has not complied with a notice given to the entity under subsection 30CU(1) or (2). 

Request 

 (2) The Secretary may give a designated officer a written request to: 

 (a) undertake a vulnerability assessment in relation to: 

 (i) the system; and 

 (ii) all types of cyber security incidents; and 

 (b) do so within the period specified in the request. 
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 (3) The Secretary may give a designated officer a written request to: 

 (a) undertake a vulnerability assessment in relation to: 

 (i) the system; and 

 (ii) one or more specified types of cyber security incidents; and 

 (b) do so within the period specified in the request. 

 (4) Before giving a request under subsection (2) or (3) in relation to the system of national significance, the 

Secretary must consult: 

 (a) the entity; and 

 (b) if there is a relevant Commonwealth regulator that has functions relating to the security of that 

system—the relevant Commonwealth regulator. 

Requirement 

 (5) If a request under subsection (2) or (3) is given to a designated officer, the Secretary may, by written 

notice given to the entity, require the entity to do any or all of the following things: 

 (a) provide the designated officer with access to premises for the purposes of undertaking the 

vulnerability assessment; 

 (b) provide the designated officer with access to computers for the purposes of undertaking the 

vulnerability assessment; 

 (c) provide the designated officer with reasonable assistance and facilities that are reasonably necessary 

to allow the designated officer to undertake the vulnerability assessment. 

Notification of request 

 (6) If a request under subsection (2) or (3) is given to a designated officer, the Secretary must give a copy of 

the request to the entity. 

30CX  Compliance with requirement to provide reasonable assistance etc. 

  An entity must comply with a notice given to the entity under subsection 30CW(5). 

Civil penalty: 200 penalty units. 

30CY  Vulnerability assessment 

 (1) A vulnerability assessment is an assessment: 

 (a) that relates to a system of national significance; and 

 (b) that either: 

 (i) relates to all types of cyber security incidents; or 

 (ii) relates to one or more specified types of cyber security incidents; and 

 (c) if the assessment relates to all types of cyber security incidents—the purpose of which is to test the 

vulnerability of the system to all types of cyber security incidents; and 

 (d) if the assessment relates to one or more specified types of cyber security incidents—the purpose of 

which is to test the vulnerability of the system to those types of cyber security incidents; and 

 (e) that complies with such requirements (if any) as are specified in the rules. 

 (2) Requirements specified under paragraph (1)(e): 

 (a) may be of general application; or 

 (b) may relate to one or more specified systems of national significance; or 

 (c) may relate to one or more specified types of cyber security incidents. 

Note: For specification by class, see subsection 13(3) of the Legislation Act 2003. 

 (3) Subsection (2) of this section does not, by implication, limit subsection 33(3A) of the Acts Interpretation 

Act 1901. 
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30CZ  Vulnerability assessment report 

 (1) If an entity undertakes, or causes to be undertaken, a vulnerability assessment under section 30CU, the 

entity must: 

 (a) do both of the following: 

 (i) prepare, or cause to be prepared, a vulnerability assessment report relating to the assessment; 

 (ii) give a copy of the report to the Secretary; and 

 (b) do so: 

 (i) within 30 days after the completion of the assessment; or 

 (ii) if the Secretary allows a longer period—within that longer period. 

Civil penalty: 200 penalty units. 

 (2) If a designated officer undertakes a vulnerability assessment in accordance with a request given to the 

designated officer under section 30CW, the designated officer must: 

 (a) do both of the following: 

 (i) prepare a vulnerability assessment report relating to the assessment; 

 (ii) give a copy of the report to the Secretary; and 

 (b) do so: 

 (i) within 30 days after the completion of the assessment; or 

 (ii) if the Secretary allows a longer period—within that longer period. 

 (3) If an entity prepares, or causes to be prepared, a report under subsection (1), the report is not admissible 

in evidence against the entity in civil proceedings relating to a contravention of a civil penalty provision 

of this Act (other than subsection (1)). 

30DA  Meaning of vulnerability assessment report 

  A vulnerability assessment report, in relation to a vulnerability assessment that was undertaken in 

relation to a system of national significance, is a written report: 

 (a) if the assessment relates to all types of cyber security incidents—the purpose of which is to assess 

the vulnerability of the system to all types of cyber security incidents; and 

 (b) if the assessment relates to one or more specified types of cyber security incidents—the purpose of 

which is to assess the vulnerability of the system to those types of cyber security incidents; and 

 (c) that complies with such requirements (if any) as are specified in the rules. 

Division 5—Access to system information 

Subdivision A—System information reporting notices 

30DB  Secretary may require periodic reporting of system information 

Scope 

 (1) This section applies if: 

 (a) a computer: 

 (i) is needed to operate a system of national significance; or 

 (ii) is a system of national significance; and 

 (b) the Secretary believes on reasonable grounds that a relevant entity for the system of national 

significance is technically capable of preparing periodic reports consisting of information that: 

 (i) relates to the operation of the computer; and 

 (ii) may assist with determining whether a power under this Act should be exercised in relation to 

the system of national significance; and 

 (iii) is not personal information (within the meaning of the Privacy Act 1988). 
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Requirement 

 (2) The Secretary may, by written notice given to the entity, require the entity to: 

 (a) prepare periodic reports that: 

 (i) consist of any such information; and 

 (ii) relate to such regular intervals as are specified in the notice; and 

 (b) prepare those periodic reports: 

 (i) in the manner and form specified in the notice; and 

 (ii) in accordance with the information technology requirements specified in the notice; and 

 (c) give each of those periodic reports to ASD within the period ascertained in accordance with the 

notice in relation to the periodic report concerned. 

 (3) A notice under subsection (2) is to be known as a system information periodic reporting notice. 

 (4) In deciding whether to give a system information periodic reporting notice to the entity, the Secretary 

must have regard to: 

 (a) the costs that are likely to be incurred by the entity in complying with the notice; and 

 (b) the reasonableness and proportionality of the requirements in the notice; and 

 (c) such other matters (if any) as the Secretary considers relevant. 

Matters to be set out in notice 

 (5) A system information periodic reporting notice must set out the effect of section 30DF. 

Other powers not limited 

 (6) This section does not, by implication, limit a power conferred by another provision of this Act. 

30DC  Secretary may require event-based reporting of system information 

Scope 

 (1) This section applies if: 

 (a) a computer: 

 (i) is needed to operate a system of national significance; or 

 (ii) is a system of national significance; and 

 (b) the Secretary believes on reasonable grounds that, each time a particular kind of event occurs, a 

relevant entity for the system of national significance will be technically capable of preparing a 

report consisting of information that: 

 (i) relates to the operation of the computer; and 

 (ii) may assist with determining whether a power under this Act should be exercised in relation to 

the system of national significance; and 

 (iii) is not personal information (within the meaning of the Privacy Act 1988). 

Requirement 

 (2) The Secretary may, by written notice given to the entity, require the entity to do the following things each 

time an event of that kind occurs: 

 (a) prepare a report that consists of any such information; 

 (b) prepare that report: 

 (i) in the manner and form specified in the notice; and 

 (ii) in accordance with the information technology requirements specified in the notice; 

 (c) give that report to ASD as soon as practicable after the event occurs. 

 (3) A notice under subsection (2) is to be known as a system information event-based reporting notice. 
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 (4) In deciding whether to give a system information event-based reporting notice to the entity, the Secretary 

must have regard to: 

 (a) the costs that are likely to be incurred by the entity in complying with the notice; and 

 (b) the reasonableness and proportionality of the requirements in the notice; and 

 (c) such other matters (if any) as the Secretary considers relevant. 

Matters to be set out in notice 

 (5) A system information event-based reporting notice must set out the effect of section 30DF. 

Other powers not limited 

 (6) This section does not, by implication, limit a power conferred by another provision of this Act. 

30DD  Consultation 

  Before giving: 

 (a) a system information periodic reporting notice; or 

 (b) a system information event-based reporting notice; 

to a relevant entity for a system of national significance, the Secretary must consult: 

 (c) the relevant entity; and 

 (d) if the relevant entity is not the responsible entity for the system of national significance—the 

responsible entity for the system of national significance. 

30DE  Duration of system information periodic reporting notice or system information event-based 

reporting notice 

 (1) A system information periodic reporting notice or a system information event-based reporting notice: 

 (a) comes into force: 

 (i) when it is given; or 

 (ii) if a later time is specified in the notice—at that later time; and 

 (b) remains in force for the period specified in the notice. 

 (2) The period specified in the notice must not be longer than 12 months. 

 (3) If a system information periodic reporting notice (the original notice) is in force, this Act does not 

prevent the Secretary from giving a fresh system information periodic reporting notice that: 

 (a) is in the same, or substantially the same, terms as the original notice; and 

 (b) comes into force immediately after the expiry of the original notice. 

 (4) If a system information event-based reporting notice (the original notice) is in force, this Act does not 

prevent the Secretary from giving a fresh system information event-based reporting notice that: 

 (a) is in the same, or substantially the same, terms as the original notice; and 

 (b) comes into force immediately after the expiry of the original notice. 

30DF  Compliance with system information periodic reporting notice or system information 

event-based reporting notice 

  An entity must comply with: 

 (a) a system information periodic reporting notice; or 

 (b) a system information event-based reporting notice; 

to the extent that the entity is capable of doing so. 

Civil penalty: 200 penalty units. 
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30DG  Self-incrimination etc. 

 (1) An entity is not excused from giving a report under section 30DB or 30DC on the ground that the report 

might tend to incriminate the entity. 

 (2) If, at general law, an individual would otherwise be able to claim the privilege against self-exposure to a 

penalty (other than a penalty for an offence) in relation to giving a report under section 30DB or 30DC, 

the individual is not excused from giving a report under that section on that ground. 

Note: A body corporate is not entitled to claim the privilege against self-exposure to a penalty. 

30DH  Admissibility of report etc. 

  If a report is given under section 30DB or 30DC: 

 (a) the report; or 

 (b) giving the report; 

is not admissible in evidence against an entity: 

 (c) in criminal proceedings other than proceedings for an offence against section 137.2 of the Criminal 

Code that relates to this Act; or 

 (d) in civil proceedings other than proceedings for recovery of a penalty in relation to a contravention 

of section 30DF. 

Subdivision B—System information software 

30DJ  Secretary may require installation of system information software 

Scope 

 (1) This section applies if: 

 (a) a computer: 

 (i) is needed to operate a system of national significance; or 

 (ii) is a system of national significance; and 

 (b) the Secretary believes on reasonable grounds that a relevant entity for the system of national 

significance would not be technically capable of preparing reports under section 30DB or 30DC 

consisting of information that: 

 (i) relates to the operation of the computer; and 

 (ii) may assist with determining whether a power under this Act should be exercised in relation to 

the system of national significance; and 

 (iii) is not personal information (within the meaning of the Privacy Act 1988). 

Requirement 

 (2) The Secretary may, by written notice given to the entity, require the entity to: 

 (a) both: 

 (i) install a specified computer program on the computer; and 

 (ii) do so within the period specified in the notice; and 

 (b) maintain the computer program installed in accordance with paragraph (a); and 

 (c) take all reasonable steps to ensure that the computer is continuously supplied with an internet 

carriage service that enables the computer program to function. 

 (3) A notice under subsection (2) is to be known as a system information software notice. 

 (4) In deciding whether to give a system information software notice to the entity, the Secretary must have 

regard to: 

 (a) the costs that are likely to be incurred by the entity in complying with the notice; and 

 (b) the reasonableness and proportionality of the requirements in the notice; and 
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 (c) such other matters (if any) as the Secretary considers relevant. 

 (5) A computer program may only be specified in a system information software notice if the purpose of the 

computer program is to: 

 (a) collect and record information that: 

 (i) relates to the operation of the computer; and 

 (ii) may assist with determining whether a power under this Act should be exercised in relation to 

the system of national significance; and 

 (iii) is not personal information (within the meaning of the Privacy Act 1988); and 

 (b) cause the information to be transmitted electronically to ASD. 

Matters to be set out in notice 

 (6) A system information software notice must set out the effect of section 30DM. 

Other powers not limited 

 (7) This section does not, by implication, limit a power conferred by another provision of this Act. 

30DK  Consultation 

  Before giving a system information software notice to a relevant entity for a system of national 

significance, the Secretary must consult: 

 (a) the relevant entity; and 

 (b) if the relevant entity is not the responsible entity for the system of national significance—the 

responsible entity for the system of national significance. 

30DL  Duration of system information software notice 

 (1) A system information software notice: 

 (a) comes into force: 

 (i) when it is given; or 

 (ii) if a later time is specified in the notice—at that later time; and 

 (b) remains in force for the period specified in the notice. 

 (2) The period specified in the notice must not be longer than 12 months. 

 (3) If a system information software notice (the original notice) is in force, this Act does not prevent the 

Secretary from giving a fresh system information software notice that: 

 (a) is in the same, or substantially the same, terms as the original notice; and 

 (b) comes into force immediately after the expiry of the original notice. 

30DM  Compliance with system information software notice 

  An entity must comply with a system information software notice to the extent that the entity is capable 

of doing so. 

Civil penalty: 200 penalty units. 

30DN  Self-incrimination etc. 

 (1) An entity is not excused from complying with a system information software notice on the ground that 

complying with the notice might tend to incriminate the entity. 

 (2) If, at general law, an individual would otherwise be able to claim the privilege against self-exposure to a 

penalty (other than a penalty for an offence) in relation to complying with a system information software 

notice, the individual is not excused from complying with the notice on that ground. 
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Note: A body corporate is not entitled to claim the privilege against self-exposure to a penalty. 

30DP  Admissibility of information etc. 

  If: 

 (a) a computer program is installed in compliance with a system information software notice; and 

 (b) information is transmitted to ASD as a result of the operation of the computer program; 

the information is not admissible in evidence against an entity: 

 (c) in criminal proceedings; or 

 (d) in civil proceedings other than proceedings for recovery of a penalty in relation to a contravention 

of section 30DM. 

Division 6—Designated officers 

30DQ  Designated officer 

 (1) A designated officer is an individual appointed by the Secretary, in writing, to be a designated officer for 

the purposes of this Act. 

 (2) The Secretary must not appoint an individual under subsection (1) unless: 

 (a) the individual is a Departmental employee; or 

 (b) both: 

 (i) the individual is a staff member of ASD; and 

 (ii) the Director-General of ASD has agreed to the appointment. 

 (3) The Secretary may, in writing, declare that each Departmental employee included in a specified class of 

Departmental employees is a designated officer. 

 (4) The Secretary may, in writing, declare that each staff member of ASD included in a specified class of 

staff members of ASD is a designated officer. 

 (5) The Secretary must not make a declaration under subsection (4) unless the Director-General of ASD has 

agreed to the declaration. 

 (6) For the purposes of this section, Departmental employee means an APS employee in the Department. 

 (7) For the purposes of this section, staff member of ASD has the same meaning as in the Intelligence 

Services Act 2001. 

 (8) A declaration under this section is not a legislative instrument. 

The following text is from Part 4 (Division 3) of the SOCI Act. 

Part 4—Gathering and using information 

Division 3—Use and disclosure of protected information 

Subdivision A—Authorised use and disclosure 

41  Authorised use and disclosure—performing functions etc. 

                   An entity may make a record of, use or disclose protected information if the entity makes the record, or 

uses or discloses the information, for the purposes of: 

                     (a)  exercising the entity’s powers, or performing the entity’s functions or duties, under this Act; or 

                     (b)  otherwise ensuring compliance with a provision of this Act. 

Note:          This section is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 
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42  Authorised use and disclosure—other person’s functions etc. 

             (1)  The Secretary may: 

                     (a)  disclose protected information to a person mentioned in subsection (2); and 

                     (b)  make a record of or use protected information for the purpose of that disclosure; 

for the purposes of enabling or assisting the person to exercise his or her powers or perform his or her 

functions or duties. 

Note:          This subsection is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 

             (2)  The persons to whom the Secretary may disclose protected information are the following: 

                     (a)  a Minister of the Commonwealth who has responsibility for any of the following: 

                              (i)  national security; 

                             (ii)  law enforcement; 

                            (iii)  foreign investment in Australia; 

                            (iv)  taxation policy; 

                             (v)  industry policy; 

                            (vi)  promoting investment in Australia; 

                           (vii)  defence; 

                          (viii)  the regulation or oversight of the relevant critical infrastructure sector to which the protected 

information relates; 

                     (b)  a Minister of a State, the Australian Capital Territory, or the Northern Territory, who has 

responsibility for the regulation or oversight of the relevant critical infrastructure sector to which 

the protected information relates; 

                     (c)  a person employed as a member of staff of a Minister mentioned in paragraph (a) or (b); 

                     (d)  the head of an agency (including a Department) administered by a Minister mentioned in 

paragraph (a) or (b), or an officer or employee of that agency. 

43  Authorised disclosure relating to law enforcement 

                   The Secretary may disclose protected information to an enforcement body (within the meaning of 

the Privacy Act 1988) for the purposes of one or more enforcement related activities (within the meaning 

of that Act) conducted by or on behalf of the enforcement body. 

Note:          This section is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 

43A  Authorised disclosure to IGIS official 

                   The Secretary may: 

                     (a)  disclose protected information to an IGIS official for the purposes of exercising powers, or 

performing duties or functions, as an IGIS official; and 

                     (b)  make a record of or use protected information for the purpose of that disclosure. 

Note:          This section is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 

43B  Authorised use and disclosure—Ombudsman official 

                   Protected information may be disclosed by an Ombudsman official to an IGIS official for the purposes of 

the IGIS official exercising powers, or performing functions or duties, as an IGIS official. 

Note:          This section is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 

43C  Authorised use and disclosure—IGIS official 

                   Protected information may be disclosed by an IGIS official to an Ombudsman official for the purposes of 

the Ombudsman official exercising powers, or performing functions or duties, as an Ombudsman official. 

Note:          This section is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 
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43D  Authorised use and disclosure—ASD 

                   The Director-General of ASD or a staff member of ASD may make a record of, use or disclose protected 

information for the purposes of the performance of the functions of ASD set out in section 7 of 

the Intelligence Services Act 2001. 

Note:          This section is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 

44  Secondary use and disclosure of protected information 

                   An entity may make a record of, use or disclose protected information if: 

                     (a)  the entity obtains the information under this Subdivision (including this section); and 

                     (b)  the entity makes the record, or uses or discloses the information, for the purposes for which the 

information was disclosed to the entity. 

Note:          This section is an authorisation for the purposes of other laws, including the Australian Privacy Principles. 

Subdivision B—Offence for unauthorised use or disclosure 

45  Offence for unauthorised use or disclosure of protected information 

             (1)  An entity commits an offence if: 

                     (a)  the entity: 

                              (i)  obtains information; or 

                             (ii)  generates information for the purposes of complying with this Act; and 

                     (b)  the information is protected information; and 

                     (c)  the entity makes a record of, discloses or otherwise uses the information; and 

                     (d)  the making of the record, or the disclosure or use, is not authorised under Subdivision A or required 

by a notification provision. 

Note 1:       For exceptions to this offence, see section 46. 

Note 2:       Information includes the fact that an asset is declared under section 51 to be a critical infrastructure asset (see the 

definition of protected information in section 5). 

Note 3:       If the entity is not a legal person, see Division 2 of Part 7. 

Penalty:  Imprisonment for 2 years or 120 penalty units, or both. 

             (2)  Section 15.1 of the Criminal Code (extended geographical jurisdiction—category A) applies to an offence 

against subsection (1). 

46  Exceptions to offence for unauthorised use or disclosure 

Required or authorised by law 

             (1)  Section 45 does not apply if the making of the record, or the disclosure or use, of the information is 

required or authorised by or under: 

                     (a)  a law of the Commonwealth, other than Subdivision A or a notification provision; or 

                     (b)  a law of a State or Territory prescribed by the rules. 

             (2)  For the purposes of subsection (1) of this section, the following laws: 

                     (a)  the Corporations Act 2001, except a provision of that Act prescribed by the rules; 

                     (b)  a law, or a provision of a law, of the Commonwealth prescribed by the rules; 

are taken not to require or authorise the making of a record, or the disclosure, of the fact that an asset is 

declared under section 51 to be a critical infrastructure asset. 

Good faith 
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             (3)  Section 45 does not apply to an entity to the extent that the entity makes a record of, discloses or otherwise 

uses protected information in good faith and in purported compliance with Subdivision A or a notification 

provision. 

Person to whom the protected information relates 

             (4)  Section 45 does not apply to an entity if: 

                     (a)  the entity discloses protected information to the entity to whom the information relates; or 

                     (b)  the entity is the entity to whom the protected information relates; or 

                     (c)  the making of the record, or the disclosure or use, of the protected information is in accordance with 

the express or implied consent of the entity to whom the information relates. 

Note:          A defendant bears an evidential burden in relation to the matters in this section (see subsection 13.3(3) of 

the Criminal Code). 

47  No requirement to provide information 

             (1)  An entity is not (subject to subsection (2)) to be required to disclose protected information, or produce a 

document containing protected information, to: 

                     (a)  a court; or 

                     (b)  a tribunal, authority or person that has the power to require the answering of questions or the 

production of documents. 

             (2)  Subsection (1) does not prevent an entity from being required to disclose protected information, or to 

produce a document containing protected information, if it is necessary to do so for the purposes of giving 

effect to: 

                     (a)  this Act; or 

                     (b)  the Inspector-General of Intelligence and Security Act 1986, or any other Act that confers functions, 

powers or duties on the Inspector-General of Intelligence and Security; or 

                     (c)  a legislative instrument made under an Act mentioned in paragraph (a) or (b). 
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Explanatory Memorandum  

The following text is from the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022 

Explanatory Memorandum.  

Enhanced cyber security obligations for systems of national significance  

The Bill also recognises those assets that are the most critical to the security, economy and sovereignty of 

Australia. These ‘systems of national significance’ will bear additional cyber obligations, recognising the 

deteriorating cyber threat environment we currently face.  

The enhanced cyber security obligations in the Bill will support the development of a bespoke, outcomes-

focused partnership between Government and Australia’s ‘systems of national significance’. These are a 

significantly smaller subset of critical infrastructure assets that are crucial to the nation, by virtue of their 

interdependencies across sectors and consequences of cascading disruption to other critical infrastructure 

assets and sectors.  

Under the enhanced cyber security obligations, the Secretary of Home Affairs may require the responsible 

entity for a system of national significance to undertake one or more cyber security activities outlined in new 

Part 2C of the SOCI Act. These include the development of cyber security incident response plans, cyber 

security exercises to build cyber preparedness, vulnerability assessments to identify vulnerabilities for 

remediation, and the provision of system information to build Australia’s situational awareness.  

The enhanced cyber security obligations will support the sharing of near-real time threat information to 

provide industry with a more mature understanding of emerging cyber security threats, and the capability to 

reduce the risks of a significant cyber attack against Australia’s most critical assets. The obligations that 

would apply to Systems of National Significance will give Australians confidence that there are well tested 

plans in place to recover from and prevent a cyber security attack. 

The Bill will also establish a mechanism by which the Minister can personally and privately declare a critical 

infrastructure asset to be a ‘system of national significance’ (new Part 6A of the SOCI Act).   

Schedule 1—Security of critical infrastructure 

Security of Critical Infrastructure Act 2018 

Item 4       After paragraph 3(b)) 

13. Item 4 of Schedule 1 to the Bill amends the objects provision of the SOCI Act (section 3), to insert 

paragraphs (c) and (d). These paragraphs highlight the introduction of additional regulatory obligations 

in the SOCI Act, these being the critical infrastructure risk management program and the enhanced cyber 

security obligations for systems of national significance.  

 

14. This amendment reflects the additional and broader purpose of the SOCI Act (as a result of amendments 

in this Bill) which is to manage the threats posed by, and the impacts of, a variety of hazards including 

those that are human induced and naturally occurring in relation to critical infrastructure assets and 

systems of national significance. 

Items 5-7 Section 4  
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17. Item 6 inserts new paragraph (d), to describe that the SOCI Act may impose enhanced cyber security 

obligations for critical infrastructure assets declared systems of national significance.  

Item 12 Section 5 

36. Item 12 of Schedule 1 to the Bill inserts definitions of ‘custodial or depository services’ and ‘cyber 

security exercise’ in section 5 of the SOCI Act. 

cyber security exercise  

38. This term is defined by reference to new section 30CN of the SOCI Act (see from paragraph 389 below).  

Item 14 Section 5 

45. Item 14 of Schedule 1 to the Bill inserts a number of definitions for terms that facilitate the amendments 

to the SOCI Act being made by the Bill. 

 

designated officer 

 

46. This term is defined by reference to new section 30DQ of the SOCI Act (see from paragraph 400). 

 

evaluation report  

 

47. This term is defined by reference to new section 30CS of the SOCI Act (see from paragraph 415).  

 

external auditor 

 

48. Means a person authorised under the new section 30CT of the SOCI Act to be an external auditor for 

the purposes of the SOCI Act (see from paragraph 419).  

Item 16 Section 5 

53. Item 16 of Schedule 1 to the Bill inserts an additional definition for a term that facilitates the 

amendments to the SOCI Act being made by the Bill. 

 

incident response plan 

 

54. This term is defined in section 30CJ of the SOCI Act (see from paragraph 368).  

 

Item 20 Section 5 (after paragraph (be) of the definition of protected information) 

66. Item 20 of Schedule 1 to the Bill expands the definition of ‘protected information’ in section 5 of the Act 

to include information that: 

 is, or is included in, an incident response plan adopted by an entity in compliance with section 30CD 

(paragraph (bf)); 

 is, or is included in, an evaluation report prepared under section 30CQ or 30CR (paragraph (bg)); and  

 is, or is included in, a vulnerability assessment report prepared under section 30CZ (paragraph (bh)) 
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67. The purpose of this item is to ensure that information related to the enhanced cyber security requirements 

is captured by Part 4 of the SOCI Act and must not be recorded, used or disclosed except as authorised or 

permitted. 

 

68. This information should be considered protected information given it is highly sensitive information 

about a critical infrastructure asset and it may be captured by the definition of ‘inherently harmful 

information’ as defined in subsection 121.1(1) of the Criminal Code. This information may also fall 

under the definition of ‘security classification’ in subsection 90.1 of the Criminal Code as disclosure of it 

may result in serious damage or exceptionally grave damage to the national interest in the hands of 

malicious actor. 

Item 26 Section 5 

77. Item 26 of Schedule 1 to the Bill inserts further definitions into the SOCI Act that are required as a 

result of the amendments being made by the Bill.  

 

system information event-based reporting notice  

78. This means a notice under new subsection 30DC(2) of the SOCI Act (see from paragraph 472).  

system information periodic reporting notice  

79. This means a notice under new subsection 30DB(2) of the SOCI Act (see from paragraph 461). 

system information software notice  

80. This means a notice under new subsection 30DJ(2) of the SOCI Act (see from paragraph 505). 

system of national significance  

81. This term has the meaning given in new section 52B of the SOCI Act (see from paragraph 604). 

vulnerability assessment 

82. This term has the meaning given by new section 30CY of the SOCI Act (see from paragraph 445). 

vulnerability assessment report 

83. This term has the meaning given by new section 30DA of the SOCI Act (see from paragraph 456).  

Item 30     At the end of section 8G 

92. Item 30 of Schedule 1 to the Bill amends the definition of ‘relevant impact’ in section 8G of the 

SOCI Act to include the impact of a cyber security incident on a system of national significance. 

New subsection 8G(3) provides that a relevant impact of a cyber security incident on a system of 

national significance is an impact, whether direct or indirect, on any of the following:  

a. the availability of the asset (paragraph (a)); 

b. the integrity of the asset (paragraph (b)); 

c. the reliability of the asset (paragraph (c)); or 

d. the confidentiality of information about the asset, information stored in the asset, or computer 

data (paragraph (d)).  

93. For instance, the relevant impact of a ransomware attack on a major telecommunications service 

provider could be that the telecommunications provider is taken offline or is unable to service 
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customer demand, leaving millions of customers without regular service. This amounts to a ‘relevant 

impact’ because the availability and reliability of the asset has been compromised. Further, a 

ransomware attack may also involve an unauthorised access to the systems of the service provider 

which could directly result in a compromise to the confidentiality of information held in its data 

centre, resulting in an impact on businesses ability to trust in the integrity of the data held in that 

facility. 

Item 44          Paragraph 12L(6)(a) 

118. Section 12L of the SOCI Act outlines the meaning of ‘responsible entity’. This is an 

important concept used to identify the entity (individual, body corporate, body politic etc.) who may 

have obligations in relation to a critical infrastructure asset under Parts 2, 2A and 2B, or a system of 

national significance under Part 2C, of the SOCI Act.  

119. Item 44 of Schedule 1 to the Bill amends the definition of responsible entity for a ‘critical 

superannuation asset’ by omitting ‘registerable superannuation entity’ from paragraph 12L(6)(a) and 

substituting ‘RSE licensee’. 

Part 6A—Declaration of systems of national significance by the Minister 

599.The critical infrastructure threat environment is worsening, in part, due to an ever-increasing reliance 

on technology, and increasing interoperability and interdependency between Australia’s most critical 

assets. This has created a new set of vulnerabilities that can have catastrophic cascading 

consequences to Australia’s economy and national security. This growing threat necessitates a 

strengthened relationship between Government and industry, built on enhanced information sharing 

and activities to prepare for, prevent and mitigate significant cyber security.  

 

600.This is most important for systems of national significance, which are a smaller subset of critical 

infrastructure assets declared by the Minister because of a higher degree of criticality. These systems 

of national significance may be subject to enhanced cyber security obligations under new Part 2C of 

the Act. 

Division 1—Simplified outline of this Part 

Section 52A Simplified outline of this Part 

601.New section 52A of the SOCI Act is a simplified outline of Part 6A which deals with the Minister 

declaring a system of national significance. The first paragraph notes that the Minister may privately 

declare a system of national significance. The second paragraph notes that a Minister must notify 

each reporting entity for a system of national significance if a declaration has been made. The third 

paragraph notes that a reporting entity for a system of national significance must notify the Secretary 

of changes to who the reporting entity is.  

 

602.A note to this section identifies that it is an offence to disclose that an asset is a system of national 

significance under section 45. This reflects the declaration being protected information under the 

expanded definition in section 5. 
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603.Therefore, the responsible entity for a system of national significance will be able to disclose the fact 

that such a declaration has been made in relation to the asset. This is important to ensure that the 

entity is able to effectively manage the security of the asset and comply with obligations under the 

Act, while acknowledging that the entity is well positioned to sensitively manage any risks that may 

be associated with the disclosure. 

Division 2—Declaration of systems of national significance by the Minister 

Section 52B Declaration of systems of national significance by the Minister 

604.New section 52B of the SOCI Act sets out how the Minister may privately declare an asset to by a 

system of national significance.  

 

605.Under subsection (1), the Minister may, in writing, declare a particular asset to be a system of 

national significance if:  

 the asset is a critical infrastructure asset (paragraph (a)), and  

 the Minister is satisfied that the asset is of national significance, as determined in accordance 

with subsection (2) (paragraph (b)).  

 

606.This means that systems of national significance are a subset of critical infrastructure assets that 

have an additional element of criticality based on their national significance. National significance 

does not require the asset to operate nationally, or provide a service which impacts the entirety of 

Australia. Rather the asset, and it’s functioning, must be significant from a national perspective. 

 

607.See also the information concerning the exclusion of merits review in relation to the Minister’s 

decision under subsection 52B(1) as outlined in relation to the Secretary’s decision making power 

section 30CB above (from paragraph Error! Reference source not found.).  

 

608.Subsection (2) sets out factors that the Minister must have regard to for the purpose of determining if 

an asset is of national significance. 

 

609.Paragraph (2)(a) requires the Minister to have regard to the consequences that would arise for the 

social or economic stability of Australia or its people, the defence of Australia, or national security if 

a hazard were to occur that had a significant relevant impact on the asset. A relevant impact of a 

hazard on the asset is defined in section 8G and refers to the impact (whether direct or indirect) of 

the hazard on the availability, integrity, reliability and confidentiality of information in relation to the 

asset. For example, should the asset be degraded or destroyed, would it result in serious damage to 

Australia’s national interest. 

 

610.Paragraph (2)(b) further requires that, if the Minister is aware of one or more interdependencies 

between the asset and one or more other critical infrastructure assets, the Minister have regard to the 

nature and extent of those interdependencies. The complex and interconnected nature of Australia’s 

economy means that the functionality and operability of a large portion critical infrastructure assets 

are disproportionately dependent on the services offered by a small set of critical infrastructure asset. 

In particular, this relationship is often dependent on, or facilitated by, an interconnected digital 

network or internet-connected systems which has many economic benefits for owners and operators. 
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611.However, the interconnectedness and overreliance on a limited number of assets creates a new set of 

vulnerabilities. The compromise of one of these assets could have first, second and third order 

consequences which may cascade and compromise other critical infrastructure assets.  

 

612.The Minister however is not required to be aware of, or consider, every interdependency of the asset, 

but rather be satisfied of the assets national significance, having regard to those interdependencies of 

which the Minister is aware. 

 

613.However, focusing on the extent of interdependencies alone may not always provide the necessary 

context to consider national significance. The requirement for the Minister to also have regard to the 

nature of those interdependencies, including where they are small in number but particularly 

significant. 

 

614.Paragraph (2)(c) clarifies that the Minister may also have regard to any other matters the Minister 

considers relevant to determining the national significance of the asset. 

 

615.Subsection (3) provides that within 30 days of declaring an asset to be a system of national 

significance the Minister must, in writing, notify each reporting entity for the asset and, if the asset is 

a tangible asset located (wholly or partly) within a State or Territory, the relevant First Minister or 

First Ministers.  

 

616.This ensures that the entities affected by the declaration are notified that it has occurred and made 

aware of the obligations that may flow from such a declaration under Part 2C. 

 

617.Subsection (4) clarifies that an instrument under subsection (1) is not a legislative instrument for the 

purposes of the Legislation Act. This is reasonable in these circumstances because:  

 systems of national significance are an attractive target for malicious actors, particularly those 

with the capability and motive to do significant harm to Australia’s national interests. Due to 

these factors and the security vulnerabilities that may emerge if the extent of the assets 

national significance were widely known, it would be inappropriate and negligent to publicly 

disclose the identity of a system of national significance. This approach aligns with that taken 

for assets declared by the Minister for Home Affairs under current section 51 of the SOCI 

Act, and 

 the authorisation applies the law in a particular circumstance to particular facts, and does not 

determine or alter the content of the law for the purposes of subsection 8(4) of the Legislation 

Act.  

618.Subsection (5) provides that, to avoid doubt, an asset may be the subject of a declaration under 

subsection (1) even if the asset is not a ‘system’. Subsection 52B(5) clarifies that the use of ‘system’ 

does not mean that systems, either computer based or otherwise, can only be declared by the 

Minister to be a system of national significance. As provided at paragraph 52B(1)(a), systems of 

national significance can be any asset that is a critical infrastructure asset. However, the additional 

test at paragraph 52B(1)(b) means that, practically speaking, only a small subset of critical 

infrastructure assets are likely to be declared to be a system of national significance.  
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Section 52C Consultation—declaration  

619.New section 52C of the SOCI Act details express consultation requirements for the making of a 

declaration under subsection 52B(1). This ensures that the entity is afforded an opportunity to 

consider and scrutinise the matters the Minister has considered or taken into regard when proposing 

to declare the asset to be a system of national significance. These consultation requirements align 

with those in new section 51A in relation to private declarations of critical infrastructure assets. 

 

620.Subsection (1) provides that before making a declaration the Minister must give the responsible 

entity a notice that sets out the proposed declaration and invites the entity to make submissions 

regarding the declaration within 28 days, or a shorter timeframe specified in the notice. 

 

621.Subsection (2) provides that the Minister must consider any submissions, made by the responsible 

entity, within 28 days of the notice being given, or within the shorter period specified in the notice. 

 

622.Subsection (3) provides that the Minister must not specify a shorter period for submissions to be 

made and considered unless they are satisfied that it is necessary due to urgent circumstances. For 

example, a newly constructed power station may be identified as a system of national significance, 

due to the number of households it will service. The threat environment may necessitate that the 

enhanced cyber security obligations are switched on sooner to protect the asset from an impending 

cyber attack. In these type of urgent circumstances, the Minister may elect to specify a shorter 

consultation period for the declaration of the asset.  

 

623.Subsection (4) provides that the notice must set out the reasons for the Minister making the 

declaration, unless the Minister is satisfied that doing so would be prejudicial to security. For 

example, the Minister’s consideration of the national significance of the asset may rely on sensitive 

and classified information in relation to critical dependencies with national security assets and 

capabilities that are not publicly known, or even fully known to the entity. However the Minister 

should provide the reasons to the greatest extent possible without prejudicing security. 

Section 52D Notification of change to reporting entities for asset 

624.Similar to section 52 of the SOCI Act, which deals with notification of a change to reporting entities 

for critical infrastructure assets, new section 52D provides for a notification of a change to reporting 

entities for a system of national significance.  

Subsection 52D(1)—Scope  

625.Subsection (1) provides that the section applies if a reporting entity for a system of national 

significance (known as the ‘first entity’) stops being the reporting entity for the asset, or becomes 

aware of another reporting entity for the asset. 

Subsections 52D(2)-(4)—Notification  

626.Subsection (2) provides that within 30 days of becoming aware of the change the first entity must 

notify the Secretary of the change and if there is another reporting entity, the details of that entity.  

 



 

 

 Cyber and Infrastructure Security Centre 

Systems of National Significance and 

Enhanced Cyber Security Obligations | 34 

627.This provision is required as the Minister’s declaration of a system of national significance is private 

and protected information under section 5. Without this provision Government may not have 

visibility of any changes to reporting entities as the provisions relating to protected information may 

limit subsequent reporting entities from being aware of the status of the asset and associated 

obligations. 

628.Breach of the obligation in subsection (1) is subject to a civil penalty of up to 150 penalty units. This 

penalty aligns with non-compliance with the notifications requirements at current section 52 of the 

SOCI Act.  

 

629.Subsection (3) provides that the first entity must use their best endeavours to determine the name 

and address of any other relevant entity. This ensures the first entity is not liable to a penalty if they 

took all reasonable steps to obtain the information. 

 

630.Subsection (4) provides that if the Secretary is given a notification under this section they must 

notify the new reporting entity that the asset is a system of national significance, in writing, within 

30 days of the notification. This ensures the entity is aware of their obligations as a reporting entity 

for a system of national significance under the legislation. 

Section 52E Review of declaration 

631.New section 52E of the SOCI Act provides a mechanism through which a responsible entity for an 

asset can request a review of the Minister’s declaration, under section 52B, that the asset is a system 

of national significance. Australia’s economic, defence and security environments are constantly 

evolving and consequently the assets that are most critical will change over time. It is important to 

ensure that assets declared as systems of national significance have appropriate protections in place. 

However, it is equally important, noting the obligations that may be imposed on a system of national 

significance in new Part 2C of the SOCI Act, that declarations are not in force for longer than is 

necessary. 

 

632.The nature of an asset, as well as its operating environment can change over time. Therefore, it is 

important that a responsible entity request a review of its declaration as a system of national 

significance to avoid any unnecessary regulatory burden. 

 

633.Subsection (1) provides that the section applies if an asset is declared under subsection 52B(1) to be 

a system of national significance. 

 

634.Subsection (2) provides that the responsible entity for the system of national significance may, by 

written notice given to the Secretary, request the Secretary review whether the asset is of national 

significance. Subsections (3)-(5) set out the requirements for the review.  

 

635.Subsection (3) provides that the Secretary must review whether the asset is of national significance 

and give the Minister a report of the review and a statement setting out the Secretary’s findings. This 

must be done within 60 days of the Secretary receiving the request. 

 

636.Subsection (4) provides that the review must be undertaken in consultation with the responsible 

entity for the asset. This will ensure the entity has the opportunity to bring any relevant information 

to the Secretary’s attention, including any change in circumstances in relation to the asset. 
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637.Subsection (5) provides that in undertaking the review, the Secretary must have regard to: 

 the consequences that would arise for the social or economic stability of Australia or its 

people, or the defence of Australia, or national security, if a hazard were to occur that had a 

significant relevant impact on the asset; and 

 if the Secretary is aware of one or more interdependencies between the asset and one or more 

other critical infrastructure assets—the nature and extent of those interdependencies; and 

 such other matters (if any) as the Secretary considers relevant. 

 

638.These factors align with the factors that the Minister must have regard to being satisfied as to 

whether an asset is nationally significant under section 52B(2) of the SOCI Act. As such, if the asset 

no longer met the requirements to be declared nationally significant, the review would likely 

determine that the declaration is no longer required. 

  

639.Subsection (6) limits the frequency with which a review can be requested by the entity to no more 

than once during a 12 month period.  

Section 52F Revocation of determination 

640.New section 52F of the SOCI Act provides for circumstances in which a declaration made under 

subsection 52B(1) must be revoked. This provision imposes a duty on the Minister to revoke a 

declaration when no longer satisfied that the asset is of national significance. The Minister may form 

this view in a number of ways, including having considered a report and associated statement of 

findings prepared by the Secretary under new section 52E. 

 

641.Subsection (1) provides that the section applies if a declaration under subsection 52B(1) is in force 

in relation to an asset, and the Minister is no longer satisfied that the asset is of national significance. 

 

642.Subsection (2) imposes a duty on the Minister to revoke the declaration if the circumstances in 

subsection (1) exist. 

 

643.Subsection (3) clarifies that a revocation is not a legislative instrument. 

 

644.Subsection (4) provides that section 52F does not, by implication, affect the application of 

subsection 33(3) of the Acts Interpretation Act to an instrument made under a provision of the SOCI 

Act.  

 

645.Subsection 33(3) of the Acts Interpretation Act provides that where an Act confers a power to make, 

grant or issue any instrument of a legislative or administrative character (including rules, regulations 

or by-laws), the power shall be construed as including a power exercisable in the like manner and 

subject to the like conditions (if any) to repeal, rescind, revoke, amend, or vary any such instrument. 
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Item 72 After paragraph 60(2)(e) 

646.Under subsection 60(1) of the SOCI Act, the Secretary must give the Minister, for presentation to the 

Parliament, a report on the operation of the SOCI Act for each financial year. The report under 

subsection 60(1) must deal with the matters listed in paragraphs (2)(a)-(e).  

647.These amendments reflect the expanded scope of the obligations and powers to be introduced into 

the SOCI Act by this Bill and serves as an important oversight mechanism by providing 

transparency and accountability to Parliament and the public about the operation of the SOCI Act. 

 

648.Item 50 of Schedule 1 to the Bill inserts the following additional paragraphs into subsection (2), as 

matters that the Secretary’s report to the Minister under subsection (1) must contain:  

 the number of annual reports given under section 30AG during the financial year (paragraph 

(f));  

 the number of annual reports given under section 30AG during the financial year that 

included a statement to the effect that a critical infrastructure risk management program was 

up to date at the end of the financial year (paragraph (g)); and  

 the number of annual reports given under section 30AQ during the financial year (paragraph 

(ga)). 

Item 73 After paragraph 60(2)(i) 

649.Item 73 of Schedule 1 to the Bill inserts further additional paragraphs into subsection 60(2) of the 

SOCI Act, as matters that the Secretary’s report to the Minister under subsection (1) must contain:  

 the number of notices given to entities under section 30CB during the financial year 

(paragraph (j)); 

 the number of notices given to entities under section 30CM during the financial year 

(paragraph (k)); 

 the number of notices given to entities under section 30CU during the financial year 

(paragraph (l)); and  

 the number of notices given to entities under Division 5 of Part 2C during the financial year 

(paragraph (m)).  

Item 74 At the end of subsection 60(2) 

650.Item 74 of Schedule 1 to the Bill inserts a further additional paragraph into subsection 60(2) of the 

SOCI Act, as matters that the Secretary’s report to the Minister under subsection (1) must contain 

specifying information about the number of declarations that were made under section 52B during 

the financial year (paragraph (r)).   

Part 2C—Enhanced cyber security obligations 

Division 1—Simplified outline of this Part 

Section 30CA Simplified outline of this Part 

328.New section 30CA of the SOCI Act includes a simplified outline of Part 2C, which is intended to aid 

the reader of the legislation in understanding the operation of this Part. This section outlines that Part 

2C sets out enhanced cyber security obligations that relate to systems of national significance (which 
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are a particular sub-set of critical infrastructure assets that are the subject of a declaration under new 

Part 6A of the Bill). 

  

329.The critical infrastructure cyber threat environment is worsening, in part, due to an ever-increasing 

reliance on technology, and increasing interoperability and interdependency between Australia’s 

most critical assets. This has created a new set of vulnerabilities that can have catastrophic cascading 

consequences to Australia’s economy and national security. This growing threat necessitates a 

strengthened relationship between Government and industry, built on enhanced information sharing 

and activities to prepare for, prevent and mitigate against significant cyber security incidents.  

 

330.There are four different legislative mechanisms that implement the enhanced cyber security 

obligations outlined in new Part 2C of the SOCI Act:  

 statutory incident response planning obligations (new Division 2 of Part 2C),  

 cyber security exercises (Division 3);  

 vulnerability assessments (Division 4); and  

 access to system information (Division 5).  

Division 2—Statutory incident response planning obligations 

Subdivision A—Application of statutory incident response planning obligations 

Section 30CB Application of statutory incident response planning obligations—determination 

by the Secretary 

331.New section 30CB of the SOCI Act provides for the application of the statutory incident response 

planning obligations to systems of national significance. Subsection (1) provides that the Secretary 

may, by written notice given to an entity that is the responsible entity for a system of national 

significance, determine that the statutory incident reporting obligations apply to the entity in relation 

to the system and to cyber security incidents.  

 

332.As clarified at paragraph (1)(a), a notice to apply the response planning obligations can only be 

given to a responsible entity for a ‘system of national significance’.  

 

333.Subsection (2) provides that a determination made by the Secretary under subsection (1) takes effect 

at the time specified in the determination which, under subsection (3), must not be earlier than the 

end of the 30-day period that began when the notice was given. This provides responsible entities 

with a minimum 30 day notice period to make arrangements to meet this obligation.  

 

334.Subsection (4) specifies criteria that the Secretary must have regard to before issuing a notice under 

subsection (1). The criteria are:  

 the costs that are likely to be occurred by the entity in complying with Subdivision B 

(sections 30CD-30CH in particular, paragraph (a)); and 

 the reasonableness and proportionality of applying the statutory incident reporting obligations 

to the entity in relation to the system that the entity is the responsible entity for and cyber 

security incidents (paragraph (b)); and 

 such other matters (if any) as the Secretary considers relevant (paragraph (c)).  
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335.Other matters that the Secretary may consider relevant under paragraph (4)(c) are any international 

trade obligations that apply, whether the entity is, or has been, subject to any other enhanced cyber 

security obligation, and whether the entity is subject to another regulatory regime under 

Commonwealth, State or Territory law that is similar.  

 

336.Subsection (5) outlines a consultation requirement that must be met before a notice is given under 

this section. The Secretary must consult the entity and, if there is a relevant Commonwealth 

regulator that has functions relating to the security of that system, the relevant Commonwealth 

regulator. This will minimise any unnecessary burden being imposed on the entity as a result of the 

notice not being appropriately adapted to the circumstances of the system of national significance. 

 

337.Subsection (6) clarifies that a determination under section 30CB is not a legislative instrument. It is 

reasonable and appropriate that determinations made by the Secretary under this section are not 

legislative instruments. A legislative instrument should be implemented where the purpose of the 

instrument is to determine the content of the law. The Secretary’s determination under subsection (1) 

of this section applies the law in a particular instance to a particular system of national significance, 

and does not determine the content of the law that applies—that is set out in this Subdivision.  

Section 30CC Revocation of determination 

343.New section 30CC of the SOCI Act provides for the revocation of determinations made by the 

Secretary under section 30CB.  

Subsection 30CC(1)—Scope  

344.Subsection (1) outlines that section 30CC applies if a determination applying the statutory incident 

response planning obligations is in force under section 30CB and notice of the determination was 

given to a particular responsible entity for a system of national significance.  

Subsection 30CC(2)—Power to revoke determination 

345.Subsection (2) provides that the Secretary may, by written notice given to the entity, revoke the 

determination.  

Subsection 30CC(3)—Application of Acts Interpretation Act 1901 

346.Subsection (3) outlines that section 30CC does not, by implication, affect the application of 

subsection 33(3) of the Acts Interpretation Act to an instrument made under of a provision of the 

SOCI Act (other than this Division).  

 

347.This means that subsection 33(3) of the Acts Interpretation Act, which generally provides that a 

power to make an instrument of legislative or administrative character is construed to include a 

power to repeal, rescind, revoke, amend, or vary that instrument in the like manner and subject to the 

like conditions, continues to apply in relation to other instrument-making powers in the SOCI Act.  
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Subdivision B—Statutory incident response planning obligations 

348.Subdivision B of Division 2 of Part 2C of the SOCI Act creates obligations that a responsible entity 

for a system of national significance must comply with if the Secretary has given the entity a written 

notice under subsection 30CB(1).  

Section 30CD Responsible entity must have an incident response plan 

349.New section 30CD of the SOCI Act creates an obligation for the entity to adopt and maintain an 

‘incident response plan’ that applies to the entity in relation to the system and cyber security 

incidents. In this regard:  

 ‘incident response plan’ is defined in new section 30CJ of the SOCI Act (see below), and  

 the meaning of ‘cyber security incident’ is outlined in section 12M (see item 39 of Schedule 1 

to the Bill above).  

350.Cyber incident response plans help an organisation identify the activities and resources needed to 

respond to malicious cyber activity, and is an essential business continuity process. Incident 

response plans prepare an organisation to identify and respond to malicious cyber activity on their 

networks and ensures both internal and external (including relevant government entities) contacts, 

roles and responsibilities are identified before an incident. Incident response plans also allow 

organisations, staff and service providers to exercise their roles and responsibilities even before an 

incident occurs. Rehearsed and exercised incident response plans limit the potential disruption 

caused by malicious cyber activity and ensure that normal operations can be restored as soon as 

possible.   

 

351.While improving our collective situational awareness of threats and uplifting the cyber security of 

critical infrastructure are important steps, there may be some threats that cannot be thwarted. In 

these circumstances, incident response plans provide responsible entities with a clear understanding 

of ‘what to do’ and ‘who to call’ to minimise the impact of an incident and continue providing 

services to the community.  

 

352.Breach of this obligation is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the nature of the infringement. The penalty is designed to deter non-

compliance and to ensure responsible entities adopt an incident response plan if required to. This 

penalty is commensurate with the non-compliance of an obligation on aviation and maritime 

industry participants to have security programs under the ATSA or MTOFSA. The penalty reflects 

the important function of the incident response plan in ensuring the entity has appropriate procedures 

in place to identify and respond effectively to cyber security incidents. 

Section 30CE Compliance with incident response plan 

353.New section 30CE of the SOCI Act creates an obligation for an entity, once an incident responsible 

plan has been adopted, to comply with that plan. This includes compliance with any amendments to 

the incident response plan that may have been made under section 30CK.  

 

354.This section is an extension of section 30CD and is intended to clarify that responsible entities are 

not only required to have an incident response plan in place but that entities must actually comply 
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with that plan and the various procedures it contains (aligning with the requirements for a critical 

infrastructure risk management program under Part 2A).  

 

355.Breach of this obligation is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on nature of the infringement. The penalty and is designed to deter 

non-compliance and to ensure responsible entities comply with their critical infrastructure risk 

management program. This penalty is commensurate with the non-compliance of an obligation on 

aviation and maritime industry participants to comply with security programs under the ATSA or 

MTOFSA. The penalty reflects the important function of the incident response plan in ensuring the 

entity has appropriate procedures in place to identify and response effectively to cyber security 

incidents. 

Section 30CF Review of incident response plan 

356.New section 30CF of the SOCI Act creates an obligation for the responsible entity that has adopted 

an incident response plan to review that plan on a regular basis (aligning with the requirements for a 

critical infrastructure risk management program under Part 2A).  

 

357.This section does not prescribe a specific timeframe during which the entity must review the 

incident response plan. This is because critical infrastructure assets operate in a variety of threat 

environments and therefore face different challenges. As such, the frequency of review of the 

program may change over time as the characteristics of the asset, organisational structures, its 

interdependences, the market, or threats change or fluctuate. For this reason, it is intended that the 

responsible entity will determine the frequency with which review of the plan should occur, noting 

they are best placed to understand the context of the asset and its evolving threat environment.  

 

358.This approach is intended to prevent unnecessary burden being placed on industry to review the 

program in a manner disproportionate to their context. The Department will work closely with 

industry to develop guidance to assist them in determining the application of the provision to their 

unique circumstances. 

 

359.Breach of this obligation is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the nature of the infringement. It is designed to deter non-

compliance and to ensure responsible entities review their incident response plan. The penalty 

reflects the importance of reviewing an incident response plan to ensure that it is fit for purpose and, 

therefore, effective in managing a cyber security incident response.  

Section 30CG Update of incident response plan 

360.New section 30CG of the SOCI Act creates an obligation for an entity that has adopted an incident 

response plan to take all reasonable steps to ensure that the plan is up to date (aligning with the 

requirements for a critical infrastructure risk management program under Part 2A).  

 

361.Meaningful cyber security preparedness, and in turn resilience, will only occur if the incident 

response plan remains current. It is therefore vital that responsible entities review their incident 

response plan on a regular basis and take reasonable steps to ensure it is kept up to date. This ensures 
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risk and procedures are being continually assessed and managed by the entity rather than taking a 

‘set and forget’ approach to risk management. 

 

362.The term ‘reasonable steps’ refers to the entity’s practical efforts to update the incident response plan 

relative to the changing security and organisational context. Further, best practice dictates that 

incident response plans are focused on the roles of the various individuals in the escalation chain, 

rather than the individuals themselves, which will avoid the need to update a plan in response to staff 

movements. 

 

363.Breach of this obligation is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the nature of the infringement and is designed to deter non-

compliance and to ensure responsible entities update their incident response plan. The penalty 

reflects the importance of keeping an incident response plan up-to-date and accurate. 

Section 30CH Copy of incident response plan must be given to the Secretary 

364.New section 30CH of the SOCI Act creates an obligation for an entity that has adopted an incident 

response plan to provide a copy of their incident response plan, and any variation of the plan, to the 

Secretary.  

 

365.Subsection (1) provides that an entity that has adopted an incident response plan must provide a 

copy of the plan to the Secretary as soon as practicable after the adoption. Breach of this obligation 

is subject to a civil penalty of up to 200 penalty units. This penalty is a proportionate response based 

on the nature of the infringement and is designed to deter non-compliance to ensure responsible 

entities notify the Secretary of their incident response plan. The penalty reflects the importance of 

maintaining the two-way information sharing between Government and the entity to ensure both 

sides are well positioned to respond to emerging threats.  

 

366.Subsection (2) provides that an entity that has adopted an incident response plan, and subsequently 

varies that plan, must provide a copy of the varied plan to the Secretary as soon as practicable after 

the variation. Breach of this obligation is subject to a civil penalty of up to 200 penalty units. This 

penalty is a proportionate response based on the nature of the infringement and is designed to deter 

non-compliance to ensure responsible entities notify the Secretary of variations to an incident 

response plan. The penalty reflects the importance of maintaining the accuracy of two-way 

information sharing between Government and the entity to ensure both sides are well positioned to 

respond to emerging threats. 

 

367.This provides Government with visibility of the procedures and processes entities have put in place 

to prepare for, and respond to, a cyber security incident. Practically speaking, the Government is 

likely to use this plan to work with the responsible entity should any changes be required to ensure 

the asset is in a better position to handle the often sudden shocks caused by a cyber security incident. 

In the event that a cyber security incident does occur, the procedures and processes outlined in the 

plan will be followed in responding to the cyber security incident.  
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Section 30CJ       Incident response plan 

368.New section 30CJ of the SOCI Act describes an incident response plan. Subsection (1) provides that 

an incident response plan is a written plan: 

 that applies to an entity that is the responsible entity for a system of national significance 

(paragraph (a)), and 

 that relates to the system and to cyber security incidents (paragraphs (b) and (c)), and 

 the purpose of which is to plan for responding to cyber security incidents that could have a 

relevant impact on the system (paragraph (d)), and  

 that complies with such requirements (if any) that are specified in rules made under 

section 61 of the SOCI Act (paragraph (e)).  

 

369.It is not proposed that the precise form of the plan will be dictated through the rules. Rather, these 

obligations are focused on achieving the required security objectives and ensuring the entity is well 

placed to respond to a cyber security incident. Entities are best placed to construct the plan, taking 

into account a variety of factors including the services provided by the asset, the extent and nature of 

interdependencies, and the threat environment. This also acknowledges that many entities will 

already have incident response plans in place, and therefore, takes a light touch approach focused on 

security outcomes over form. 

 

370.Further, the incident response plan is limited to cyber security incidents and is not intended to 

address hazards more generally. Best practice incident response plans do not apply to specific cyber 

security incidents (although components of them may focus on specific types), but rather apply to 

cyber security incidents generally. This ensures procedures are in place to address the various 

methodologies that may be adopted in a cyber attack. 

 

371.Subsection (2) clarifies that requirements specified in Ministerial rules made for the purpose of 

paragraph (1)(e) may be of general application (paragraph (a)), may relate to one or more specified 

systems of national significance (paragraph (b)), or may relate to one or more specified types of 

cyber security incidents (paragraph (c)). 

 

372.A note to subsection (2) indicates that specification by class is permitted by way of subsection 13(3) 

of the Legislation Act. This subsection relevantly provides that a power to make a legislative 

instrument specifying a matter may identify the matter by referring to a class or classes of matters.  

 

373.Subsection (3) further clarifies that subsection (2) does not, by implication, limit the application of 

subsection 33(3A) of the Acts Interpretation Act. This means that subsection 33(3A) of the Acts 

Interpretation Act, which generally provides that a power to make a legislative instrument in relation 

to a matter includes a power to make an instrument with respect to some only of those matters or 

with respect to a particular class or classes of those matters and to make different provision with 

respect to different matters or classes of matters, continues to apply.  

Section 30CK Variation of incident response plan 

374.New section 30CK of the SOCI Act provides that an entity that has adopted an incident response 

plan under section 30CD may vary their plan, so long as the varied plan is an incident response plan. 
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This means that an incident response plan may be amended by a responsible entity, so long as the 

amended program still has the required characteristics as outlined in new section 30CJ—including 

any specific requirements prescribed in Ministerial rules for the purpose of paragraph 30CJ(1)(e).  

 

375.It is intended that an incident response plan may be varied by a responsible entity where changes are 

required or desirable as a result of the review of the program on a regular basis under new 

section 30CF of the SOCI Act. This recognises that an entity may need may need to change its 

incident response plan in response to the evolving threat environment. 

Section 30CL Revocation of adoption of incident response plan 

376.New section 30CL of the SOCI Act outlines that, if an entity has adopted an incident response plan, 

any of the provisions in Division 2 of Part 2C does not prevent the entity from revoking that 

adoption and adopting another incident response plan that applies to the entity. This allows for an 

entity to prepare and subsequently adopt a new incident response plan, but the previous incident 

response plan must remain in place until the new plan is adopted.  

Division 3—Cyber security exercises 

Section 30CM Requirement to undertake cyber security exercise 

377.New section 30CM of the SOCI Act empowers the Secretary to require a responsible entity for a 

system of national significance to undertake a ‘cyber security exercise’ as defined by section 30CN.  

 

378.Subsection (1) provides that the Secretary may, by written notice given to the responsible entity, 

require the entity to undertake a cyber security exercise in relation to the system of national 

significance and all types of cyber security incidents, within the time specified in the notice. 

Subsection (2) provides, on similar terms, that the Secretary may require the entity to undertake a 

cyber security exercise but only in relation one or more specified types of cyber security incidents.  

 

379.In practice, subsection (1) will be used where the Government and entity want to test the general 

cyber response preparedness, mitigation and response capabilities of the asset. Subsection (2) could 

be used to test responsiveness in relation to a particular threat scenario, for example a ransomware 

attack. 

 

380.An exercise may be discussion or tabletop-based, operational or functional. For example, the 

responsible entity may be required to engage in a strategic discussion exercise to build industry and 

Government’s coordinated response to a significant cyber incident impacting a specified sector. 

Through the exercise, the responsible entity would test its internal response capability, 

responsibilities for key staff, and coordination with Government. Through the exercise report, the 

responsible entity will benefit from a greater understanding of the effectiveness of any response 

plans and build its capability to respond to a real-life event.   

 

381.Subsection (3) outlines that the period specified to complete the cyber security exercise in a notice 

given under subsections (1) or (2) must not be less than the 30-day period that began when the notice 

was given. This should afford the entity sufficient opportunity to undertake and complete the 

exercise, noting the consultation requirements that may occur prior to the notice being given. 
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382.Subsection (4) provides that a notice under subsections (1) or (2) may also require the responsible 

entity for a system of national significance to do any or all of the following things:  

 allow one or more designated officers to observe the cyber security exercise and give the 

officers access to premises for that purpose (paragraphs (a) and (b)) 

 provide designated officers with reasonable assistance and facilities to allow the officers to 

observe the exercise (paragraph (c)) 

 allow designated officers to make records as are reasonably necessary for the purposes of 

monitoring compliance with the notice (paragraph (d)) 

 give designated officers reasonable notice of the time when the cyber security exercise will 

begin, so that they can observe the exercise if they choose to do so (paragraph (e)).  

 

383.A designated officer is defined in section 30DQ to be an employee of the Department or a staff 

member of the ASD (see further below). 

  

384.The purpose of subsection 30CM(4) is to ensure Government officials have visibility of the way the 

exercise is being conducted, and, importantly, the outcome of the exercise. Assets that are declared 

to be systems of national significance are of the highest criticality to Australia’s national interest. 

Accordingly, Government has a strong interest and a responsibility to understand the ability of these 

assets to respond appropriately to, or mitigate the impact of, a cyber security incident.  

 

385.Subsection (5) specifies criteria that the Secretary must have regard to before issuing a notice under 

subsection (1). The criteria are:  

 the costs that are likely to be occurred by the entity in complying with the notice 

(paragraph (a)); and 

 the reasonableness and proportionality of the requirement in the notice (paragraph (b)); and 

 such other matters (if any) as the Secretary considers relevant (paragraph (c)).  

 

386.Other matters that the Secretary may consider relevant under paragraph (4)(c) are any international 

trade obligations that apply, whether the entity is, or has been, subject to any other enhanced cyber 

security obligation, and whether the entity is subject to another regulatory regime under 

Commonwealth, State or Territory law that is similar.  

 

387.Subsection (6) outlines a consultation requirement that must be met before a notice is given under 

this section. The Secretary must consult the entity and, if there is a relevant Commonwealth 

regulator that has functions relating to the security of that system, the relevant Commonwealth 

regulator. This will minimise any unnecessary burden being imposed on the entity as a result of the 

notice not being appropriately adapted to the circumstances of the system of national significance. 

 

Section 30CN Cyber security exercise 

389.New section 30CN of the SOCI Act defines a cyber security exercise. Ultimately, an exercise is 

designed to reveal whether the existing resources, processes and capabilities of an entity sufficiently 

safeguards the system from being impacted by a cyber security incident.  
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390.During the Department’s consultation on the Cyber Security Strategy 2020, submissions highlighted 

the importance of joint cyber security exercises involving industry and government to improve 

entities’ cyber resilience. Noting the interdependencies between critical infrastructure assets, these 

exercises can be used to develop interoperable response capabilities to prevent a cascading of 

impacts across sectors.   

 

391.Section 30CN is purposely non-prescriptive to ensure that the focus is not on the form of the 

exercise but rather on the purpose or outcomes the exercise is trying to achieve. However, the 

exercise could for example take the form of a tabletop exercise, a function exercise, discussion 

exercises etc. Government will work with entities to determine what the best exercise format may be 

in relation to the threat environment and the individual characteristics of the asset to ensure 

maximum effectiveness. 

 

392.Under subsection (1), a cyber security exercise is an exercise that:  

 is undertaken by the responsible entity for a system of national significance (paragraph (a)), 

and 

 that relates to the system of national significance (paragraph (b)), and 

 that either relates to all types of cyber security incidents (i.e. as required by the Secretary 

under subsection 30CM(1)) or one or more types of cyber security incidents (as required by 

the Secretary under subsection 30CM(2)) (paragraph (c)), and 

 if the exercise relates to all types of cyber security incidents—the purpose of the exercise is as 

outlined in subparagraphs (d)(i)-(iii) (paragraph (d)), and 

 if the exercise relates to one or more specified types of cyber security incidents (for example, 

malware attacks or denial-of-service attacks)—the purpose of the exercise is as outlined in 

subparagraphs (e)(i)-(iii) (paragraph (e)), and 

 complies with the requirements (if any) as specified in rules made under section 61 of the 

SOCI Act (paragraph (f)).  

 

393.A cyber security exercise that relates to all types of cyber security incidents must, under paragraph 

(1)(d), be for the purposes of:  

 testing the entity’s ability to respond appropriately to all types of cyber security incidents that 

could have a relevant impact on the system (subparagraph (i)) 

 testing the entity’s preparedness to respond appropriately to all types of cyber security incidents 

that could have a relevant impact on the system (subparagraph (ii)), and  

 testing the entity’s ability to mitigate the relevant impacts that all types of cyber security 

incidents could have on the system (subparagraph (iii)).  

394.A cyber security exercise that relates to a specified type or types of cyber security incident must, 

under paragraph (1)(e), be for the purposes of:  

 testing the entity’s ability to respond appropriately to the specified types of cyber security 

incidents that could have a relevant impact on the system (subparagraph (i)) 

 testing the entity’s preparedness to respond appropriately to the specified types of cyber 

security incidents that could have a relevant impact on the system (subparagraph (ii)), and  

 testing the entity’s ability to mitigate the relevant impacts that the specified types of cyber 

security incidents could have on the system (subparagraph (iii)).  
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395.With respect to rules made for the purpose of paragraph (1)(f), subsection (2) clarifies that any such 

rules may of general application (paragraph (a)), may relate to one or more specified systems of 

national significance (paragraph (b)), or may relate to one or more specified types of cyber security 

incident (paragraph (c)).  

 

396.A note to subsection (2) indicates that specification by class is permitted by way of subsection 13(3) 

of the Legislation Act. This subsection relevantly provides that a power to make a legislative 

instrument specifying a matter may identify the matter by referring to a class or classes of matters.  

 

397.Subsection (3) further clarifies that subsection (2) does not, by implication, limit the application of 

subsection 33(3A) of the Acts Interpretation Act. This means that subsection 33(3A) of the Acts 

Interpretation Act, which generally provides that a power to make a legislative instrument in relation 

to a matter includes a power to make an instrument with respect to some only of those matters or 

with respect to a particular class or classes of those matters and to make different provision with 

respect to different matters or classes of matters, continues to apply.  

Section 30CP Compliance with requirement to undertake cyber security exercise 

398.New section 30CP of the SOCI Act requires an entity to comply with a notice given to the entity by 

the Secretary under section 30CM. This includes an obligation to complete the cyber security 

exercise within the timeframe included in the Secretary’s notice.  

 

399.Breach of this requirement is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the infringement and is designed to deter non-compliance to ensure 

responsible entities undertake a cyber security exercise. The penalty reflects the importance of a 

cyber security exercise in improving entities’ cyber resilience and, potentially, developing 

interoperable response capabilities across critical infrastructure assets.  

Section 30CQ Internal evaluation report 

400.New section 30CQ of the SOCI Act requires an entity who has undertaken a cyber security exercise 

under section 30CM to prepare an ‘evaluation report’ (within the meaning given by section 30CS) 

and give a copy to the Secretary within 30 days after completing the exercise, unless the Secretary 

has allowed a longer period for the provision of the report (subsection (1)).  

 

401.Breach of this requirement is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the infringement and is designed to deter non-compliance to ensure 

responsible entities provide evaluation reports of a completed cyber security exercise. This penalty is 

commensurate with the non-compliance for an obligation on aviation and maritime industry 

participants to comply with reporting obligations under ATSA and MTOFSA. The penalty reflects 

the importance for entities to evaluate and reflect on a cyber security exercise.  

 

402.Subsection (2) provides that an evaluation report prepared by an entity under subsection (1) is not 

admissible in evidence against the entity in civil proceedings relating to a contravention of a civil 

penalty provision of the SOCI Act, other than proceedings relating to subsection (1) and subsection 

30CR(6). For example, the evaluation report cannot be used in evidence to demonstrate non-

compliance with the critical infrastructure risk management program at Part 2A.  
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403.This reflects the purpose of the evaluation report and cyber security exercises, which is to assist 

entities in better understanding and taking any necessary steps to ensure assets of the highest 

criticality are safeguarded from cyber security incidents. This approach reflects the partnership 

approach that will underpin these obligations in practice, whereby Government will build strong 

relationships with responsible entities for systems of national significance to ensure resilience and 

promote rapid, and interoperable, responses to incidents.  

 

404.In the absence of subsection 30CQ(2), entities would potentially be obliged to provide information 

in the evaluation report that may subject them to civil proceedings for contravention of a civil 

penalty provision the SOCI Act. On balance, excluding use of this information in civil proceedings 

under the SOCI Act will be in the public interest by ensuring that industry is not discouraged from 

providing complete information in accordance with the requirements of the Bill. This will benefit the 

public by contributing to the protection of critical infrastructure assets on which the public rely. 

Section 30CR External evaluation report 

405.New section 30CR of the SOCI Act outlines the circumstances in which an entity, who has 

undertaken a cyber security exercise, may be required to arrange for an ‘evaluation report’ (within 

the meaning given by section 30CS) to be prepared by an external auditor.  

Subsection 30CR(1)—Scope  

406.Subsection (1) outlines that section 30CR of the SOCI Act applies to an entity that has undertaken a 

cyber security exercise under section 30CM in either of the following circumstances:  

 the entity has prepared, or purported to prepare, an evaluation report under section 30CQ 

relating to the exercise, given the report to the Secretary and the Secretary has reasonable 

grounds to believe that report was not prepared appropriately (paragraph (a)), or  

 the entity has contravened section 30CQ, such as where an entity has failed to provide a 

report to the Secretary within the time specified in the section 30CM notice (paragraph (b)).  

Subsections 30CR(2)-(3)—Requirement  

407.Under subsection (2) the Secretary may, by written notice given to the entity captured by 

subsection (1), require the entity to all of the following:  

 appoint an external auditor, being a person who has been authorised by the Secretary to be an 

external auditor under section 30CT (paragraph (a))  

 arrange for the external auditor to prepare a ‘new evaluation report’ within the meaning given 

by section 30CS and to give the report to the entity (paragraphs (b) and (c)), and  

 give the Secretary a copy of the new evaluation report within the period specified in the 

notice, or within a longer period as allowed by the Secretary (paragraph (d)).  

 

408.See also the information concerning the exclusion of merits review in relation to the Secretary’s 

decision under subsection 30CR(2) as outlined in relation to section 30CB above (from 

paragraph Error! Reference source not found.).  
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409.Subsection (3) requires that the notice given by the Secretary under subsection (2) must specify the 

matters to be covered in the new evaluation report, the form of the new evaluation report and the 

kinds of details it is to contain.  

Subsection 30CR(4)—Consultation 

410.Subsection (4) provides that, before giving a notice to an entity under this section in connection with 

a cyber security exercise that relates to a system of national significance, the Secretary must consult 

the entity and, if there is a relevant Commonwealth regulator that has functions relating to the 

security of that system, that regulator. The Secretary will have regard to the initial evaluation report 

provided by the entity when deciding whether to give a notice. This will minimise any unnecessary 

burden being imposed on the entity as a result of the notice not being appropriately adapted to the 

circumstances of the system of national significance. 

Subsection 30CR(5)—Eligibility for appointment as external auditor 

411.Subsection (5) provides that an individual is not eligible to be appointed as an external auditor by the 

entity as required under subsection (2) if the individual is an officer, employee or agent of the entity. 

This is intended to prevent conflicts of interest and ensure the report is independent. 

Subsection 30CR(6)—Compliance  

412.Under subsection (6), an entity must comply with a requirement from the Secretary under subsection 

(2). Breach of this requirement is subject to a civil penalty of up to 200 penalty units. This penalty is 

a proportionate response based on the nature of the infringement and is designed to deter non-

compliance to ensure an entity complies with a notice by the Secretary to arrange for an external 

evaluation report. The penalty reflects the importance of obtaining accurate and comprehensive 

evaluation reports to review the viability of cyber incident exercises and entity preparedness.  

Subsection 30CR(7)—Immunity  

413.Akin to subsection 30CQ(2) of the SOCI Act, subsection (7) provides that the new evaluation report 

prepared in accordance with a requirement under subsection (2) is not admissible in proceedings 

against the entity in civil proceedings relating to a contravention of a civil penalty provision of the 

SOCI Act, other than a contravention of subsection (6). This is intended to encourage open and 

transparent assessments and collaboration towards improving the security practices of the asset.  

 

414.In the absence of subsection 30CR(7), entities would potentially be obliged to provide information 

for the evaluation report that may subject them to civil proceedings for contravention of a civil 

penalty provision the SOCI Act. On balance, excluding use of this information in civil proceedings 

under the SOCI Act will be in the public interest by ensuring that industry is not discouraged from 

providing complete information in accordance with the requirements of the Bill. This will benefit the 

public by contributing to the protection of critical infrastructure assets on which the public rely. 

Section 30CS Meaning of evaluation report 

415.New section 30CS of the SOCI Act outlines what is an ‘evaluation report’ for the purpose of the 

SOCI Act, in particular sections 30CQ and 30CR. Different meanings are given to the term in 

circumstances where a report is required to be prepared as a result of a requirement to conduct an 
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exercise in relation to all types of cyber security incidents under subsection 30CM(1), or where a 

report is required to be prepared as a result of a requirement to conduct an exercise in relation to one 

or more specified types of cyber security incidents under subsection 30CM(2).  

 

416.Under paragraph (a), an ‘evaluation report’ required as a result of undertaking an exercise under 

subsection 30CM(1) is a written report, the purpose of which is to:  

 evaluate the entity’s ability to respond appropriately to all types of cyber security incidents 

that could have a relevant impact on the system of national significance (subparagraph (i))  

 evaluate the entity’s preparedness to respond appropriately to all types of cyber security 

incidents that could have a ‘relevant impact’ on the system (subparagraph (ii)), and  

 evaluate the entity’s ability to mitigate the impacts that all types of cyber security incidents 

could have on the system (subparagraph (iii)).  

 

417.Under paragraph (b), an ‘evaluation report’ required as a result of undertaking an exercise under 

subsection 30CM(2) is a written report, the purpose of which is to:  

 evaluate the entity’s ability to respond appropriately to those types of cyber security incidents 

specified in the notice under subsection 30CM(2) that could have a relevant impact on the 

system of national significance (subparagraph (i)) 

 evaluate the entity’s preparedness to respond appropriately to those types of cyber security 

incidents that could have a relevant impact on the system (subparagraph (ii)), and  

 evaluate the entity’s ability to mitigate the relevant impacts that those types of cyber security 

incidents could have on the system (subparagraph (iii)).  

 

418.An ‘evaluation report’ must also comply with the requirements, if any, as are prescribed in rules 

made by the Minister under section 61 of the SOCI Act (see paragraph (c)). This will allow for a 

mechanism to provide more structure and detail to how an evaluation report must be prepared and 

what it must contain. 

Section 30CT External auditors 

419.New section 30CT of the SOCI Act provides that the Secretary may, by writing, authorise a specified 

individual to be an external auditor for the purposes of the SOCI Act (see subsection (1)). A note to 

subsection (1) indicates that specification by class is permitted by way of subsection 33(3AB) of the 

Acts Interpretation Act. This subsection relevantly provides that a power to make a legislative 

instrument specifying a matter may identify the matter by referring to a class or classes of matters. 

This means that an authorisation under subsection (1) can authorise a class of persons to be an 

external auditor for the purpose of the SOCI Act.  

 

420.Subsection (2) clarifies that an authorisation under subsection (1) is not a legislative instrument. This 

is an appropriate position to take, given that the authorisation only applies the law in a particular 

instance to a particular individual or class of individuals and therefore does not determine or alter the 

content of the law for the purpose of subsection 8(3) of the Legislation Act.  

 

421.This provision is intended to create a pool of external auditors that can be drawn on as necessary and 

required to perform external evaluation reports under section 30CR.  
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Division 4—Vulnerability assessments 

Section 30CU Requirement to undertake vulnerability assessment 

422.New section 30CU of the SOCI Act sets out the circumstances in which an entity that is the 

responsible entity for a system of national significance may be required to undertake a vulnerability 

assessment. A ‘vulnerability assessment’ has the meaning given by section 30CY (see further 

below).  

 

423.A vulnerability assessment involves identifying potential points of weakness or gaps in the systems 

and networks that are relevant to the continued operation, functionality and security of systems of 

national significance. An assessment may include (but is not limited to) vulnerability scanning or 

testing.  

 

424.The vulnerability assessment will help the entity in identifying where further resources and 

capabilities are required to improve preparedness and resilience of the system in relation to 

protecting against cyber security incidents. It will also allow Government to assess whether cyber 

security advice or assistance can be provided to strengthen the security or resilience of systems of 

national significance, and identify patterns of weakness across sectors and assets which could be 

exploited by malicious actors.  

 

425.Under subsection (1), the Secretary may, by written notice given to an entity that is the responsible 

entity for a system of national significance, require the entity to undertake a vulnerability assessment 

in relation to the system and all types of cyber security incidents within the period specified in the 

notice. This would involve a broad spectrum assessment for vulnerabilities to various types of cyber 

security incidents. 

 

427.Subsection (2) is drafted in similar terms, but allows for the Secretary to require the entity to 

undertake a vulnerability assessment in relation to one or more specified types of cyber security 

incidents specified in the notice. This form of notice would be used for a more targeted assessment 

relating to one or more particular types of cyber security incidents. For example, where credible 

intelligence exists that a malicious cyber actor may launch a particular attack on an asset, the 

Government can work with the responsible entity to determine vulnerabilities and put in place 

prevention and mitigation measures. 

 

428.Subsection (3) specifies criteria that the Secretary must have regard to before issuing a notice under 

subsection (1). The criteria are:  

 the costs that are likely to be occurred by the entity in complying with the notice 

(paragraph (a)); and 

 the reasonableness and proportionality of the requirement in the notice (paragraph (b)); and 

 such other matters (if any) as the Secretary considers relevant (paragraph (c)). 

 

429.Other matters that the Secretary may consider relevant under paragraph (3)(c) are any international 

trade obligations that apply, whether the entity is, or has been, subject to any other enhanced cyber 

security obligation, and whether the entity is subject to a similar regulatory regime under another 

Commonwealth, State or Territory law.  



 

 

 Cyber and Infrastructure Security Centre 

Systems of National Significance and 

Enhanced Cyber Security Obligations | 51 

 

430.The Secretary is also required, under subsection (4), to consult with the entity, or if there is a 

relevant Commonwealth regulator, that regulator before issuing a notice under either subsections (1) 

or (2). This consultation requirement will ensure that the notice is targeted and appropriate, as well 

as ensuring that any unintended consequences of the assessment can be identified and considered 

before a notice is issued.  

Section 30CV Compliance with requirement to undertake a vulnerability assessment 

431.New section 30CV of the SOCI Act makes it a requirement for an entity to comply with a notice 

given to the entity by the Secretary under section 30CU.  

 

432.Breach of this requirement is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the nature of the infringement. The penalty is designed to deter non-

compliance and to ensure entities comply with a notice to undertake a vulnerability assessment. This 

penalty is commensurate with the penalty for non-compliance with an obligation on aviation and 

maritime industry participants to comply with directions under ATSA and MTOFSA. The penalty 

reflects the importance of this assessment in strengthening the security and resilience of systems of 

national significance, and identifying patterns of weakness across sectors and assets.  

Section 30CW Designated officers may undertake a vulnerability assessment 

433.New section 30CW of the SOCI Act outlines the circumstances in which a ‘designated officer’ may 

undertake a vulnerability assessment. A ‘designated officer’ for this purpose means an APS 

employee of the Department or a staff member of ASD who is appointed by the Secretary under 

subsection 30DQ(1) (see further below).  

 

434.This provision acknowledges that responsible entities are best placed to conduct a vulnerability 

assessment, and the Government’s commitment for this to be the preferred course of action. 

However, if the entity is incapable or unwilling to undertake the assessment then it is appropriate for 

Government to take action, noting the criticality of systems of national significance to Australia’s 

national interest and the need to ensure their protection. 

Subsection 30CW(1)—Scope  

435.Subsection (1) provides that section 30CW applies if an entity is the responsible entity for a system 

of national significance and either:  

 the Secretary has reasonable grounds to believe that if the entity were to be given a notice under 

subsection 30CU(1) or (2), the entity would not be capable of complying with the notice 

(subparagraph (b)(i)), or  

 the entity has not complied with a notice given to the entity under subsection 30CU(1) or (2) 

(subparagraph (b)(ii)).  

Subsections 30CW(2)-(4)—Request  

436.Subsection (2) provides that the Secretary may give a designated officer a written request to 

undertake a vulnerability assessment in relation to a system of national significance and all types of 

cyber security incidents that apply to that system, within the period specified in the request. 
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Subsection (3) is drafted in similar terms, but allows for the Secretary to request that a designated 

officer undertake a vulnerability assessment in relation to one or more types of cyber security 

incidents specified in the request. The written request will specify a period within which the 

vulnerability assessment must be completed.  

 

437.The Secretary is required, under subsection (4), to consult with the responsible entity for the system 

of national significance before giving the request. The Secretary is also required to consult with the 

relevant Commonwealth regulator, should one exist with functions relating to the security of the 

system. This consultation requirement provides an opportunity for the responsible entity to 

demonstrate either willingness or capability to undertake the assessment and therefore avoid a 

designated officer doing so. 

Subsection 30CW(5)—Requirement 

439.Subsection (5) provides that, if a request under subsection (2) or (3) has been given to a designated 

officer, the Secretary may, by written notice given to the entity in respect of whom the request 

relates, require the entity to do all or any of the following:  

 provide the designated officer with access to the premises for the purposes of undertaking the 

vulnerability assessment (paragraph (a)); 

 provide the designated officer with access to computers for the purposes of undertaking the 

vulnerability assessment (paragraph (b));  

 provide the designated officer with reasonable assistance and facilities that are reasonably 

necessary to allow the designated officer to undertake the vulnerability assessment 

(paragraph (c)).  

 

440.Things that may be reasonably necessary for the purpose of paragraph (5)(c) include information in 

relation to the operation and functioning of the system. This assistance will be crucial to preventing 

any unintended consequences as well as ensuring the assessment is rigorous and able to drive 

meaningful security uplift.  

Subsection 30CW(6)—Notification of request 

441.Under subsection (6), the Secretary is required to give a copy of a request under subsection (2) or (3) 

to the entity that is responsible for the system of national significance in respect of whom the request 

relates. This will ensure the responsible entity is fully apprised of the scope of the request and can 

test any concerns around its validity. 

Section 30CX Compliance with requirement to provide reasonable assistance etc.  

442.New section 30CX of the SOCI Act provides that an entity must comply with a notice given to the 

entity by the Secretary under subsection 30CW(5).  

 

443.Breach of this requirement is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the infringement. This penalty is designed to ensure entities provide 

reasonable assistance to designated officers undertaking vulnerability assessments in instances 

where the Secretary has reasonable grounds to believe the entity has not or cannot comply with an 

assessment notice under subsection 30CU(1) or (2).  
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444.This penalty is commensurate with the penalty for non-compliance with the obligation on aviation 

and maritime industry participants to comply with directions under ATSA and MTOFSA. The 

penalty reflects the importance of not obstructing government officials, particularly noting the 

objective of the intervention is to strengthen and protect the integrity of systems of national 

significance. 

Section 30CY Vulnerability assessment 

445.New section 30CY of the SOCI Act outlines what is a ‘vulnerability assessment’ for the purposes of 

the SOCI Act, in particular for sections 30CU, 30CV, 30CW and 30CX.  

 

446.Under subsection (1), a vulnerability assessment is an assessment:  

 that relates to a system of national significance (paragraph (a)); 

 that relates to either all types of cyber security incidents or one or more specified types of 

cyber security incident (paragraph (b)), e.g. the Secretary may request the responsible entity 

undertake a one-off host assessment to identify system-level vulnerabilities to a key emerging 

threat impacting other entities in the sector, or the Secretary may request the responsible 

entity undertake a routine assessment to identify a network’s vulnerabilities to all types of 

cyber security incidents); 

 if the assessment relates to all types of cyber security incident (i.e. is undertaken pursuant to 

subsections 30CU(1) or 30CW(2))—the purpose of which is to test the vulnerability of the 

system to all types of cyber security incidents (paragraph (c)); 

 if the assessment relates to one or more specified types of cyber security incident (i.e. is 

undertaken pursuant to subsections 30CU(2) or 30CW(3))—the purpose of which is to test 

the vulnerability of the system to those types of cyber security incidents (paragraph (d)); and  

 that complies with the requirements, if any, as are specified in the rules made by the Minister 

under section 61 of the SOCI Act (paragraph (e)).  

447.Subsection (2) clarifies that rules specified under paragraph (1)(e) may be of general application, 

may relate to one or more specified systems of national significance, or may relate to one or more 

specified types of cyber security incidents. A note to this section indicates that specification by class 

is permitted by way of subsection 13(3) of the Legislation Act. 

 

448.Subsection (3) further clarifies that subsection (2) does not, by implication, limit the application of 

subsection 33(3A) of the Acts Interpretation Act. This means that subsection 33(3A) of the Acts 

Interpretation Act, which generally provides that a power to make a legislative instrument in relation 

to a matter includes a power to make an instrument with respect to some only of those matters or 

with respect to a particular class or classes of those matters and to make different provision with 

respect to different matters or classes of matters, continues to apply.  

Section 30CZ Vulnerability assessment report 

449.New section 30CZ of the SOCI Act outlines requirements in preparing a ‘vulnerability assessment 

report’ as a result of undertaking a vulnerability assessment. The meaning of ‘vulnerability 

assessment report’ is outlined in section 30DA (see further immediately below).  

 



 

 

 Cyber and Infrastructure Security Centre 

Systems of National Significance and 

Enhanced Cyber Security Obligations | 54 

450.Under subsection (1), where an entity undertakes, or causes to be undertaken, a vulnerability 

assessment in accordance with a request by the Secretary under section 30CU, the entity must 

prepare a vulnerability assessment report. The entity must provide a copy of this report to the 

Secretary within 30 days of completing the assessment, or within a longer period allowed by the 

Secretary under subparagraph (b)(ii).  

 

451.Breach of this requirement is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the nature of the infringement. It is designed to deter non-

compliance to ensure entities report on a vulnerability assessment. The penalty reflects the 

importance of obtaining accurate and comprehensive assessment reports. 

 

452.Subsection (2) provides that, if a designated officer undertakes a vulnerability assessment in 

accordance with a request by the Secretary under section 30CW, the designated officer must prepare 

a vulnerability assessment report. The designated officer must provide a copy of the report to the 

Secretary within 30 days of completing the assessment, or within a longer period allowed by the 

Secretary under subparagraph (b)(ii).  

 

453.This provides Government with visibility of the potential weaknesses or gaps in assets that are of 

highest criticality to Australia’s national interests. In practice, it is likely that Government will use a 

report to work with the responsible entity to identify and implement proportionate measures to 

addresses any weaknesses contained in the report. It will also provide Government with a 

comprehensive understanding of any systemic vulnerabilities that may need to be addressed in 

consultation with industry to achieve the desired uplift in the security and resilience of the asset.  

 

454.Subsection (3) outlines that if an entity prepares, or causes to be prepared, a report under subsection 

(1), the report is not admissible in evidence against the entity in civil proceedings relating to a 

contravention of a civil penalty provision of the SOCI Act, other than a contravention of subsection 

(1) of this section. For example, the report cannot be used in evidence to demonstrate non-

compliance with the critical infrastructure risk management program at Part 2A. This reflects the 

purpose of the report and vulnerabilities assessments which is to assist entities in better 

understanding and taking any necessary steps to ensure assets of the highest criticality are 

safeguarded from cyber security incidents. 

 

455.In the absence of subsection 30CZ(3), entities would potentially be obliged to provide information in 

the vulnerability assessment report that may subject them to civil proceedings for contravention of a 

civil penalty provision the SOCI Act. On balance, excluding use of this information in civil 

proceedings under the SOCI Act will be in the public interest by ensuring that industry is not 

discouraged from providing complete information in accordance with the requirements of the Bill. 

This will benefit the public by contributing to the protection of critical infrastructure assets on which 

the public rely. 

Section 30DA Meaning of vulnerability assessment report 

456.New section 30DA of the SOCI Act outlines the meaning of ‘vulnerability assessment report’ in 

relation to a vulnerability assessment for the purpose of the SOCI Act, and in particular 

section 30CZ.  
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457.Under this section, a ‘vulnerability assessment report’ is a written report:  

 for an assessment relating to all types of cyber security incidents (i.e. under 

subsections 30CU(1) or 30CW(2))—the purpose of which is to assess the vulnerability of the 

system of national significance to all types of cyber security incidents (paragraph (a)) 

 for an assessment relating to one or more types of cyber security incidents (i.e. under 

subsections 30CU(2) or 30CW(3))—the purpose of which is to assess the vulnerability of the 

system to those types of cyber security incidents specified in the notice (paragraph (b)), and  

 that complies with such requirements, if any, as are prescribed in Ministerial rules made 

under section 61 of the SOCI Act (paragraph (c)). This will allow for a mechanism to provide 

more structure and detail to how a vulnerability assessment report must be prepared and what 

it must contain. 

Division 5—Access to system information 

458.System information is information generated by computer systems that relates to the functioning of 

the computer needed to operate a system of national significance. This information may assist with 

determining whether a power under this Act should be exercised in relation to the system of national 

significance, in particular, the powers set out in Part 3A. System information does not include 

personal information within the meaning of the Privacy Act. System information is data generated 

about a system for the purposes of security, diagnostic monitoring or audit, such as network logs, 

system telemetry and event logs, alerts, netflow and other aggregate or metadata that provide 

visibility of malicious activity occurring within the normal functioning of a computer network.  

 

459.System information is crucial to quickly identifying a system or network compromise, tracing that 

compromise to mitigate against similar attacks, and understanding the impacts of a compromise on 

the current state of a system. This allows for a rapid and effective response to mitigating a cyber 

incident and restoring functionality to a system.  

 

460.During the Department’s consultation on the Cyber Security Strategy 2020, stakeholders strongly 

supported initiatives to improve information sharing to make critical infrastructure more resilient 

and secure. The provision of system telemetry from systems of national significance will support the 

Government’s ability to build a near-real time threat picture through the Cyber Enhanced Situational 

Awareness and Response (CESAR) capability. In return, the Government will share actionable, 

anonymised information back out to industry to assist relevant entities improve cyber resilience in 

relation to their assets. Aggregated system information from key assets across the economy, overlaid 

with intelligence and reporting, will also enable the Government to target its capabilities to the 

threats and vulnerabilities of greatest consequence to the nation.  

Subdivision A—System information reporting notices 

Section 30DB Secretary may require periodic reporting of system information 

461.New section 30DB of the SOCI Act provides for the Secretary to require an entity, who is the 

relevant entity for a system of national significance, to provide periodic reporting of system 

information. 
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Subsection 30DB(1)—Scope  

462.Subsection (1) provides that section 30DB applies if both of the following apply:  

 a computer is needed to operate a system of national significance, or is itself a system of 

national significance (paragraph (a)), and  

 the Secretary believes on reasonable grounds that the relevant entity for the system of 

national significance is technically capable of preparing periodic reports consisting of 

information that relates to the operation of the computer, may assist with determining whether 

a power under the SOCI Act should be exercised in relation to the system of national 

significance, and is not ‘personal information’ within the meaning given by the Privacy Act 

(paragraph (b)).  

 

463.The use of ‘technically capable’ ensures that the Secretary can only issue a notice under section 

30DB to an entity that is in a position, from a technical perspective, to fulfil the requirements set out 

subsection 30DB(2). The consultation requirements in section 30DD will be important in 

determining the technical capability of an entity. 

 

Subsections 30DB(2)-(4)—Requirement  

464.Under subsection (2), the Secretary may, by written notice given to the entity, require the entity to:  

 prepare periodic reports that consist of any of the information referred to in paragraph 

30DB(1)(b) relating to the regular intervals that are specified in the notice (paragraph (a)); 

 prepare those periodic reports in the manner and form specified in the notice, and in 

accordance with the information technology requirements specified in the notice 

(paragraph (b)) (for example, relating to formatting to allow system of national significance 

to generate computer data and the Government’s system to ingest that data, without human 

intervention); and  

 give each periodic report to the ASD within the period specified in the notice relating to the 

periodic report (paragraph (c)).  

 

465.Subsection (3) provides that a notice given by the Secretary under subsection (2) is to be known as a 

‘system information periodic reporting notice’ for the purposes of the SOCI Act.  

 

466.Subsection (4) specifies criteria that the Secretary must have regard to before issuing a notice under 

subsection (1). The criteria are:  

 the costs that are likely to be occurred by the entity in complying with the notice 

(paragraph (a)); and 

 the reasonableness and proportionality of the requirement in the notice (paragraph (b)); and 

 such other matters (if any) as the Secretary considers relevant (paragraph (c)).  

 

467.Subsection (4) ensures that a reporting notice is proportionate and reasonable—balancing the 

beneficial outcome of the notice with the likely impact and costs to the affected entity when 

complying with the notice. To support this consideration as well as the determination of whether the 

entity is technically capable of providing the report, section 30DD mandates that the Secretary must 

consult with the entity prior to issuing the notice. 
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468.The regularity of the intervals at which the reports must be provided will be determined in 

consultation with the entity and, noting the requirement for the Secretary to have regard to the costs 

of compliance, consider the level of computer automation that would support the request. For 

example, a computer may be able to generate the report will minimal resource impact at a high 

frequency (for example, every minute). Ultimately this assessment will be dependent upon the 

nature of the request, the type of information being sought and the purpose for which it is being 

sought. 

 

469.See also the information concerning the exclusion of merits review in relation to the Secretary’s 

decision under subsection 30DB(1) as outlined in relation to section 30CB above (from 

paragraph Error! Reference source not found.).  

 

Subsection 30DB(5)—Matters to be set out in notice 

 

470.Subsection (5) provides that a system information periodic reporting notice must set out the effect of 

section 30DF, which relevantly requires that an entity must comply with a system information 

periodic reporting notice (see further below).  

Subsection 30DB(6)—Other powers not limited 

471.Subsection (6) clarifies that new section 30DB does not, by implication, limit a power conferred by 

another provision of the SOCI Act. This ensures that the other powers in the SOCI Act, such as the 

Secretary’s information gathering powers at existing section 37, in the Act are not taken to be 

limited as a result of the insertion of section 30DB.  

Section 30DC Secretary may require event-based reporting of system information 

472.New section 30DC of the SOCI Act provides that the Secretary may require an entity who is the 

relevant entity for a system of national significance to provide reporting of system information if a 

specified event occurs.  

 

473.This will provide Government with visibility of system information as soon as practicable each time 

a specified event occurs (‘a system information periodic reporting notice’). For example, a report 

may be required every time a particular computer program raises a specified class of alert or error 

message.  

 

Subsection 30DC(1)—Scope  

474.Subsection (1) provides that section 30DC applies if all of the following apply:  

 a computer is needed to operate a system of national significance, or is itself a system of 

national significance (paragraph (a)); and  

 the Secretary believes on reasonable grounds that the relevant entity for the system of 

national significance is technically capable of preparing reports each time a particular type of 

event occurs (paragraph (b)); and 

 those reports consist of information that relates to the operation of the computer, may assist 

with determining whether a power under the SOCI Act should be exercised in relation to the 

system of national significance, and is not ‘personal information’ (within the meaning given 

by the Privacy Act 1988) (subparagraphs (b)(i)-(iii)).  
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475.The reference to ‘technically capable’ in paragraph (b) ensures that the Secretary can only issue a 

notice under section 30DC to an entity that is in a position from a technical perspective to fulfil the 

requirements set out subsection 30DC(2).  

 

Subsections 30DC(2)-(4)—Requirement  

 

476.Under subsection (2), the Secretary may, by written notice given to the entity, require the entity to do 

each of the following each time an event of a specified kind occurs:  

 prepare a report that consists of any such information (paragraph (a)); 

 prepare a report in the manner and form specified in the notice, and in accordance with the 

information technology requirements specified in the notice (paragraph (b)); and  

 give the report to ASD as soon as practicable after the event occurs (paragraph (c)).  

 

477.Subsection (3) provides that a notice given by the Secretary under subsection (2) is a ‘system 

information event-based reporting notice’ for the purposes of the SOCI Act.  

 

478.Subsection (4) specifies criteria that the Secretary must have regard to before issuing a notice under 

subsection (1). The criteria are:  

 the costs that are likely to be occurred by the entity in complying with the notice 

(paragraph (a)); and 

 the reasonableness and proportionality of the requirement in the notice (paragraph (b)); and 

 such other matters (if any) as the Secretary considers relevant (paragraph (c)). 

  

479.Subsection (4) ensures that a notice is proportionate and reasonable—balancing the beneficial 

outcome of the notice with the likely impact and costs to the affected entity when complying with 

the notice. To support this consideration, as well as the determination of whether the entity is 

technically capable of providing the report, section 30DD also requires that the Secretary consult 

with the entity prior to issuing the notice.  

 

480.See also the information concerning the exclusion of merits review in relation for the Secretary’s 

decision under subsection 30DC(2) as outlined in relation to section 30CB above (from 

paragraph Error! Reference source not found.). 

 

  

Subsection 30DC(5)—Matters to be set out in notice 

 

481.Subsection (5) provides that a system information event-based reporting notice must set out the 

effect of section 30DF, which relevantly requires that an entity must comply with a system 

information event-based reporting notice (see further below).  

 

Subsection 30DC(6)—Other powers not limited 

 

482.Subsection (6) clarifies that section 30DC does not, by implication, limit a power conferred by 

another provision of the SOCI Act. This ensures that the other powers in the SOCI Act, such as the 
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Secretary’s information gathering powers at existing section 37 in the Act, are not taken to be 

limited as a result of this power. 

Section 30DD Consultation 

483.New section 30DD of the SOCI Act provides that, before giving either a system information periodic 

reporting notice under subsection 30DB(2) or a system information event-based reporting notice 

under subsection 30DC(2), the Secretary must consult the relevant entity and, if a different entity, 

the responsible entity for the system of national significance. The Secretary must have regard to any 

information during consultation in deciding whether to give a notice.  

 

484.This consultation requirement has been included to assist the Secretary in determining whether the 

relevant entity is technically capable of providing a report, considering the costs associated with 

complying with a notice and ensuring that the compliance with the request will not impose any 

unnecessary burden on the relevant entity.  

 

485.For example, this consultation process may review that a system information periodic reporting 

notice would not be effective, as it would generate significant duplication in reporting, which 

imposes unnecessary cost on industry and is of limited value to Government. Instead, the 

consultation may reveal that the system is capable of reporting when the particular information 

becomes available. Therefore a system information event-based reporting notice may be more 

appropriate to achieve the desired result with less impost on the entity. 

  

486.Consultation will also ensure that the entity with broader and overarching responsibility for the asset 

has an opportunity to comment on the appropriateness of the notice. 

Section 30DE Duration of system information periodic reporting notice or system information 

event-based reporting notice 

487.New section 30DE of the SOCI Act sets out the timeframe for which a system information periodic 

reporting notice, given under section 30DB, or a system information event-based reporting notice, 

given under section 30DC, is in force. 

  

488.Under subsection (1), a system information periodic reporting notice or a system information event-

based reporting notice comes into force when it is given, or at a later time specified in the notice 

(paragraph (a)). This means that either notice cannot have a retrospective effect. Paragraph (b) 

provides that the notice remains in force for the time specified in the notice but, under subsection 

(2), the period specified in the notice cannot be longer than 12 months.  

 

489.Subsection (3) provides that, if a system information periodic reporting notice is in force, the SOCI 

Act does not prevent the Secretary from giving a fresh system information periodic reporting notice 

under section 30DB that is in the same, or substantially the same, terms as the original notice and 

that new notice into force immediately after the expiry of the original notice.  

 

490.Subsection (4) is drafted in substantially similar terms relating to a system information event-based 

reporting notice given under section 30DC. Although the Government intends to maintain a 

continuous dialogue with the entity, including two-way information sharing of intelligence relating 
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to the system of national significance, this safeguard will ensure a statutorily required consultation 

period under section 30DD occurs every 12 months. 

Section 30DF Compliance with system information periodic reporting notice or system 

information event-based reporting notice 

491.New section 30DF of the SOCI Act provides that an entity must comply with a system information 

periodic reporting notice or a system information event-based reporting notice to the extent that the 

entity is capable of doing so.  

 

492.Breach of this requirement is subject to a civil penalty of up to 200 penalty units. This penalty is a 

proportionate response based on the nature of the infringement and is designed to deter non-

compliance to ensure entities comply with their periodic or event-based reporting obligation. This 

penalty is commensurate with the non-compliance for an obligation on aviation and maritime 

industry participants to comply with reporting obligations under ATSA and MTOFSA. The penalty 

reflects the importance of enabling Government to build a near-real time threat picture in order to 

target its capabilities to those threats and vulnerabilities of greatest consequence to Australia.  

Section 30DG Self-incrimination etc.  

493.New section 30DG of the SOCI Act provides that:  

 an entity is not excused from giving a report under sections 30DB or 30DC on the ground that 

the report may incriminate the entity (subsection (1)), and  

 if an individual would ordinarily be able to claim the privilege against self-exposure to a 

penalty in relation to giving a report under sections 30DB or 30DC, the individual is not 

excused from giving a report under that section on that ground (subsection (2)).  

 

494.A note to subsection (2) indicates that a body corporate is not entitled to claim the privilege against 

self-exposure to penalty.  

 

495.These obligations are focused on building enhanced partnerships with industry and greater, and joint, 

situational awareness. ASD will use this information to develop and maintain a near-real time threat 

picture, positioning it to identify threats early and provide actionable advice to industry to prevent 

and mitigate threats as they emerge. 

 

 

496.The purpose of section 30DG is to ensure that entities provide appropriate reporting to the Secretary 

so that Part 2C of the Act operates effectively. Without the provision of system information, the 

Department and the ASD may be unable to effectively implement the requirements of enhanced 

cyber security obligations that relate to systems of national significance. 

 

497.It should also be noted that in most circumstances, the entity providing the relevant information 

under section 30DB and 30DC will not be an individual, but rather will be a body corporate. The 

note to section 30DG notes that a body corporate is not entitled to claim the privilege against self-

exposure to a penalty. 

 

498.Section 30DG is subject to section 30DH, as explained below. 
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Section 30DH Admissibility of report etc.  

499.New section 30DH of the SOCI Act limits how a report under sections 30DB or 30DC can be 

admitted into evidence. Under this section, if a report is given under those sections, the report or the 

giving of the report is not admissible in evidence against an entity:  

 in criminal proceedings other than proceedings for an offence against section 137.2 of the 

Criminal Code that relates to the SOCI Act (paragraph (c)). Section 137.2 of the Criminal 

Code makes it an offence for a person to provide a false or misleading document to another 

person in compliance with a requirement under Commonwealth law (such as under 

section 30DF), or  

 in civil proceedings other than proceedings for recovery of a penalty in relation to a 

contravention of section 30DF of the SOCI Act (paragraph (d)).  

 

500. This provision is important to encourage open and accurate reporting of system information, 

noting the importance of information sharing between industry and Government. Importantly, the 

new section 30DG also aims to ensure that the report is not used against the individual as evidence. 

This position reflects that this information is not being sought for a compliance purpose, but rather 

to uplift cyber security and protect critical infrastructure. 

 

501. Section 30DH constitutes a ‘use’ immunity in relation to provisions of section 30DG. The 

overall purpose of this provision is to provide an immunity for an entity in the actions it undertakes 

to comply with new Part 2C of the Bill. 

 

502. Section 30DH appropriately limits the effect of section 30DG to an offence against section 137.2 of 

the Criminal Code that relates to the SOCI Act, or to civil proceedings for recovery of a penalty in 

relation to contravention of section 30DF.  

 

503.Section 30DH balances the impact of new section 30DG to ensure that the information provided is 

not used against an individual as evidence except where appropriate. This position reflects that this 

information is not being sought for a compliance purpose but rather to uplift cyber security and 

protect critical infrastructure. 

 

504.The overall purpose of this provision is to provide an immunity for an entity in the actions it takes to 

provide information to comply with new sections 30DB and 30DB of the SOCI Act.   

Subdivision B—System information software 

Section 30DJ Secretary may require installation of system information software 

505.New section 30DJ of the SOCI Act provides that the Secretary may require a relevant entity for a 

system of national significance to install and maintain a specified computer program in limited 

circumstances. This is a provision of last resort, with the strong preference of Government being for 

the entity to provide information under a system information notice (Subdivision A) using its own 

capabilities to minimise any imposition on the system. As such, it is important the government can 

have oversight of cyber security risks where an entity lacks capacity to provide system information 

(for example, it would require a costly reform to their system). This provision enables the 
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Government to provide the entity with the capability necessary to enable the sharing of system 

information. 

 

506.The software that could be provided by the Government to the entity includes things like a host-

based sensor that enables reporting of telemetry information used to monitor systems and networks 

for malicious behaviour. The functioning of any software will be strictly limited to the acquisition 

and provision of specified information to the ASD.  

 

507.It should be noted that the ASD does not perform a regulatory or compliance role under the SOCI 

Act. System information and telemetry will be used by the ASD to inform an enhanced cyber threat 

picture and develop appropriate mitigations and advice for the entity.  

Subsection 30DJ(1)—Scope  

 

508.Subsection (1) provides that section 30DJ applies if all of the following apply:  

 a computer is needed to operate a system of national significance, or is itself the system of 

national significance (paragraph (a));  

 the Secretary believes on reasonable grounds that the relevant entity for the system would not 

be technically capable of preparing reports under sections 30DB or 30DC (paragraph (b)): 

and  

 the reports consist of information that relates to the operation of the computer, may assist with 

determining whether a power under the SOCI Act should be exercised in relation to the 

system, and is not ‘personal information’ within the meaning given by the Privacy Act 

(subparagraphs (b)(i)-(iii)).  

 

509.The requirement for the Secretary to believe on reasonable grounds that the relevant entity for the 

system would not be technically capable of providing the information, is intended to ensure that this 

power is only used as a last resort. If the entity is able to comply with a notice given under sections 

30DB or 30DC, those options will be utilised. The consultation requirements in section 30DK will 

be important in determining the technical capability of an entity and informing the decision as to 

which option is to be pursued. 

 

Subsections 30DJ(2)-(5)—Requirement 

  

510.Under subsection (2) the Secretary may, by written notice given to the entity captured by subsection 

(1), require the entity to:  

 install a specified computer program on the computer within the period specified in the notice 

(paragraph (a)) 

 maintain the computer program once installed (paragraph (b)), and 

 take all reasonable steps to ensure that the computer is continuously supplied with an internet 

carriage service that enables the computer program to function (paragraph (c)). 

 

511.Subsection (3) provides that a notice given by the Secretary under subsection (2) is to be known as a 

‘system information software notice’.  

 

512.Subsection (4) specifies criteria that the Secretary must have regard to before issuing a notice under 

subsection (1). The criteria are:  
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 the costs that are likely to be occurred by the entity in complying with the notice 

(paragraph (a)); and 

 the reasonableness and proportionality of the requirement in the notice (paragraph (b)); and 

 such other matters (if any) as the Secretary considers relevant (paragraph (c)).  

 

513.Subsection (4) ensures that a notice is proportionate and reasonable – balancing the beneficial 

outcome of the notice with the likely impact and costs to the affected entity when complying with 

the notice. To support this consideration, as well as the determination of whether the entity is 

technically capable of providing the report under a notice issued under sections 30DB or 30DC, 

section 30DK mandates that the Secretary of Home Affairs must consult with the entity prior to 

issuing the notice. 

  

514.Subsection (5) sets out requirements for computer programs that may be specified in a system 

information software notice under subsection (2). Under this provision, a computer program may 

only be specified if the purpose of the computer program is to collect and record information that:  

 relates to the operation of the computer, and  

 may assist with determining whether a power under the SOCI Act should be exercised in 

relation to the system of national significance, and  

 is not personal information within the meaning given by the Privacy Act (paragraph (a)), and  

 is transmitted electronically by the computer program to ASD (paragraph (b)).  

 

515.This provision ensures that the program is strictly limited to provisioning of the specified system 

information. The program will not enable broader access to the system or the altering of any data on 

that system. Rather, the program will only provide basic technical capability for the entity to 

undertake actions that may be required in response to a notice issued under section 30DB or 30DC. 

 

516.The computer program will be provided by the Government and will, for example, operate as a host-

based sensor, reporting system information back to the ASD to facilitate monitoring of the system 

and network for malicious behaviour. 

 

517.See also the information concerning the exclusion of merits review in relation for the Secretary’s 

decision under subsection 30DJ(2) as outlined in relation to section 30CB above (from 

paragraph Error! Reference source not found.).  

 

 

Subsection 30DJ(6)—Matters to be set out in notice  

 

518.Subsection (6) requires that a system information software notice given by the Secretary under 

subsection (2) must set out the effect of section 30DM, which provides that an entity must comply 

with a system information software notice to the extent that the entity is capable of doing so (see 

further below). 

  

Subsection 30DJ(7)—Other powers not limited 

 

519.Subsection (7) clarifies that section 30DJ does not, by implication, limit a power conferred by 

another provision of the SOCI Act. This ensures that the other powers in the SOCI Act, such as the 
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Secretary’s information gathering powers at existing section 37, in the Act are not taken to be 

limited as a result of this power. 

Section 30DK Consultation 

520.New section 30DK of the SOCI Act requires the Secretary to consult with a relevant entity, and if 

different, the responsible entity, before giving a system information software notice to the relevant 

entity. As part of this consultation process, the Secretary may consider whether the entity is 

technically capable of providing a report under sections 30DB or 30DC, as well as the costs 

associated with their compliance. This further highlights that a system information software notice is 

a power of last resort, with the entity able to indicate that it is not necessary if they can provide the 

required information without having external software installed on their systems. 

 

521.Consultation with the responsible entity will also ensure that the entity with broader and overarching 

responsibility for the asset has an opportunity to comment on the appropriateness of the notice. 

Section 30DL Duration of systems information notice 

522.New section 30DL of the SOCI Act sets out the timeframe in which a system information software 

notice under section 30DJ is in force.  

 

523.Under subsection (1), a system information software notice comes into force when it is given, or at a 

later time if specified in the notice (paragraph (a)). This means that the notice cannot have a 

retrospective effect. Under paragraph (b) the notice remains in force for the time specified in the 

notice but, under subsection (2), the period specified in the notice cannot be longer than 12 months.  

 

524.Subsection (3) provides that, if a system information periodic reporting notice is in force, the SOCI 

Act does not prevent the Secretary from giving a fresh system information software notice under 

section 30DJ that is in the same, or substantially the same, terms as the original notice and comes 

into force immediately after the expiry of the original notice.  

 

525.Although the Government intends to maintain a continuous dialogue with the entity, including two-

way information sharing of intelligence relating to the system of national significance, this safeguard 

will ensure a statutorily required consultation period under section 30DK occurs every 12 months. 

Section 30DM Compliance with system information software notice  

526.New section 30DM of the SOCI Act provides that an entity must comply with a system information 

software notice to the extent that the entity is capable of doing so. Breach of this requirement is 

subject to a civil penalty of up to 200 penalty units.  

 

527.This penalty is a proportionate response based on the nature of the infringement and is designed to 

deter non-compliance with a notice to install system information software. This penalty is 

commensurate with the non-compliance for an obligation on aviation and maritime industry 

participants to comply with directions under ATSA and MTOFSA. The penalty reflects the 

importance of enabling Government to build a near-real time threat picture in order to target its 

capabilities to those threats and vulnerabilities of greatest consequence to Australia.  
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Section 30DN Self-incrimination etc.  

528.New section 30DN of the SOCI Act provides that:  

 an entity is not excused from complying with a system information software notice given to 

the entity under section 30DJ on the ground that complying with the notice might tend to 

incriminate the entity (subsection (1)), and  

 if an individual would ordinarily be able to claim the privilege against self-exposure to a 

penalty in relation to complying with a system information software notice, the individual is 

not excused from giving a report under that section on that ground (subsection (2)).  

 

529.A note to subsection (2) indicates that a body corporate is not entitled to claim the privilege against 

self-exposure to penalty, noting the protections provided by section 30DP (outlined below). 

  

530.Entities should not be excused from self-incrimination, noting that the purpose of section 30DJ is to 

ensure Government can actively work with entities that are responsible for assets that are of the 

highest importance and criticality to Australia’s national interest. The information that is provided in 

this report may be crucial to protecting assets from an imminent attack that could have cascading 

impacts throughout the economy or undermine Australia’s defence and national security. 

 

531.This provision, together with section 30DP below, highlights that the information being provided by 

software installed on an entity’s system under this Subdivision is not intended to be used for a 

compliance purpose. For example, the information provided by the software cannot be used in 

evidence to demonstrate non-compliance with the critical infrastructure risk management program at 

Part 2A. Rather these obligations are focused on building enhanced partnerships with industry and 

greater situational awareness. The ASD will use this information to develop and maintain a near-real 

time threat picture, positioning it to identify threats early and provide actionable advice to industry 

to prevent or mitigate threats as they emerge. 

 

532.The purpose of section 30DN is to ensure that entities provide appropriate information to the 

Secretary so that Part 2C of the Act operates effectively. Without the provision of system 

information, the Department and the ASD may be unable to effectively implement the requirements 

of enhanced cyber security obligations that relate to systems of national significance. 

 

533.It should also be noted that in most circumstances, the entity providing the relevant information 

under the notice will not be an individual, but rather will be a body corporate. The note to section 

30DN notes that a body corporate is not entitled to claim the privilege against self exposure to a 

penalty.  

 

534.Section 30DN is subject to section 30DP, as explained below. 

Section 30DP Admissibility of information etc.  

535.New section 30DP of the SOCI Act limits how information transmitted to the ASD as a result of the 

operation of a computer program under a system information software notice can be admitted into 

evidence. Under this section, such information is not admissible in evidence against an entity in 
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criminal proceedings (paragraph (c)) or in civil proceedings other than proceedings for recovery of a 

penalty in relation to a contravention of section 30DM (paragraph (d)). 

 

536.This provision is important to encourage open and accurate reporting noting the importance of the 

information being provided, however equally balances the impact of new section 30DN to ensure 

that the information provided is not used against the individual as evidence. This position reflects 

that this information is not being sought for a compliance purpose but rather to uplift cyber security 

and protect critical infrastructure. 

 

 

537.Section 30DP constitutes a ‘use’ immunity in relation to provisions of section 30DN. The overall 

purpose of this provision is to provide an immunity for an entity in the actions it undertakes to 

comply with new Part 2C of the Bill. 

 

538.Section 30DP appropriately excludes the use of this information in criminal proceedings, and limits 

use in civil proceedings for recovery of a penalty in relation to a contravention of section 30DM. 

  

539.Section 30DP balances the impact of new section 30DN to ensure that the information provided is 

not used against an individual as evidence except where appropriate. This position reflects that this 

information is not being sought for a compliance purpose but rather to uplift cyber security and 

protect critical infrastructure. 

 

540.The overall purpose of this provision is to provide an immunity for an entity in the actions it takes to 

provide information to comply with new section 30DJ of the SOCI Act.   

Division 6—Designated officers 

Section 30DQ Designated officer 

541.New section 30DQ of the SOCI Act provides that a ‘designated officer’ is an individual appointed by 

the Secretary, in writing to be a designated officer for the purposes of the SOCI Act (subsection (1)). 

  

542.Under subsection (2), the Secretary cannot appoint an individual to be a ‘designated officer’ unless 

they are an APS employee in the Department (see subsection (6)) or, with the agreement of the 

Director-General of ASD, a staff member of ASD (within the meaning given by the Intelligence 

Services Act (see subsection (7)). This is intended to limit those that can be designated officers to 

persons with appropriate technical expertise, or administrative or regulatory officers within the 

Department of Home Affairs.  

 

543.Subsection (3) provides that the Secretary may, in writing, declare that each Departmental employee 

included in a class of Departmental employees specified in the declaration is a ‘designated officer’. 

Subsection (4) is drafted in substantially similar terms but allows for a declaration in respect of ASD 

staff members. Under subsection (5), the Secretary must not make a declaration under subsection (4) 

unless the Director-General of ASD has agreed to the declaration.  
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544.Subsection (8) indicates that a declaration under section 30DQ is not a legislative instrument. Under 

section 6 of the Legislation Act, an instrument is not a legislative instrument if an Act declares it not 

to be.  
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Addendum to the Explanatory Memorandum  

The following text is from the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022 

Addendum to the Explanatory Memorandum.  

Schedule 1—Amendments  

Security of Critical Infrastructure Act 2018  

Item 58        After Part 2B  

9. Immediately before paragraph 509 on page 99 of the Explanatory Memorandum, insert the following 

new paragraph: 508A. It is the strong preference of Government that the installation of software only 

be pursued as a last resort, in those instances where a private entity does not have the capability to 

provide system information to the Australian Signals Directorate (ASD). The software that 

Government will make available under these provisions includes commercially available tools which 

are often used by critical infrastructure entities with mature cyber security programs to obtain system 

information for their own security management purposes. Government will cooperate with entities to 

provide the software solution, from those available, that is most compatible with the entity’s systems. 
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Supplementary Explanatory Memorandum 
 

The following text is from the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022 

Supplementary Explanatory Memorandum.  

Amendment (4) - Schedule 1, page 68 (after line 29), at the end of the Schedule, add: 

15. This amendment inserts new item 75 in Schedule 1 to the SLACIP Bill. Item 75 amends the SOCI 

Act by inserting new section 60AAA, to provide for periodic reporting relating to the conduct, 

progress and outcomes of consultations to the Minister and the PJCIS on consultation undertaken by 

the Department of Home Affairs relating to the amendments made to the SOCI Act by the SLACIP 

Bill (as enacted) Act and the SLACI Act. 

 

16. This amendment is made in response to recommendation 3 in the Advisory Report. 

 

17. New subsection 60AAA(1) provides that the Secretary must give the Minister a report relating to the 

conduct, progress and outcomes of consultations undertaken by the Department of Home Affairs in 

relation to: 

 the amendments made to the SOCI Act by the Security Legislation Amendment (Critical 

Infrastructure Protection) Act 2022 (paragraph (a)); and 

 the amendments made to the SOCI Act by the Security Legislation Amendment (Critical 

Infrastructure) Act 2021; 

 

18. Under subsection 60AAA(1), the Secretary must give the Minister the report during a designed 

reporting period (as defined in new subsection 60AAA(4)). 

 

19. New subsection 60AAA(2) provides that the Minister must give a copy of a report under subsection 

(1) to the PJCIS. Subsection 60AAA(2) does not specify a particular timeframe in which the report 

must be given. Generally, the Minister should give the report to the PJCIS in a reasonable timeframe 

given the overall requirements of section 60AAA for the Secretary to provide a report to the Minister 

during each designated reporting period. 

 

20. New subsection 60AAA(3) provides report under subsection (1) must not include personal 

information, as defined in the Privacy Act 1988. Where a participant in consultation during the 

relevant reporting period is an individual, the report may include information about the entity or 

organisation they represent, but must not include that individual’s personal information. 

 

21. New subsection 60AAA(4) sets out the meaning of designated reporting period. This term relates to 

the period during which the Secretary must give the Minister a report under subsection 60AAA(1). 

 

22. Paragraph 60AAA(4)(a) covers the initial designated reporting period. The effect of paragraph 

60AAA(4)(a) is that the initial designated reporting period (in which the Secretary must give the 

report to the Minister under subsection 60AAA(1)) begins at the commencement of section 60AAA 

and ends either (i) 6 months after that date, or (ii) when the PJCIS begins to conduct a review under 

section 60B of the SOCI Act, whichever is the earlier.  

 

23. Paragraph 60AAA(4)(b) covers each subsequent designated reporting period. The effect of paragraph 

60AAA(4)(b) is that each subsequent designated reporting period (in which the Secretary must give 

the report to the Minister under subsection 60AAA(1)) begins immediately after the end of the 

immediately preceding designated reporting period and ends either (i) 6 months after the immediately 

preceding designated reporting period or (ii) when the PJCIS begins to conduct a review under 

section 60B of the SOCI Act. 


