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Thank you for joining the 
Industry Awareness Session

For today…

• When you are not speaking, we kindly 
ask you keep your camera and 
microphone off to assist in managing 
bandwidth and connectivity. 
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Government Assistance has 
commenced and applies to all critical 
infrastructure sectors and assets.
Enables government to assist in the defence of 
critical infrastructure assets from cyber security 
threats, in light of their criticality to the social or 
economic stability of Australia or its people, the 
defence of Australia, or national security.

11 Critical Infrastructure Sectors
Communications, data storage or processing; 
financial services and markets; water and 
sewerage; energy; health care and medical; higher 
education and research; food and groceries; 
transport; space technology and defence industry

22 Critical Infrastructure Asset 
Classes who may be subject to 
positive security obligations.

Systems of National Significance 
(SoNS): 
Significantly smaller subset of critical infrastructure 
assets that are most crucial to the nation, by virtue 
of their interdependencies across sectors and 
potential for cascading consequences to other 
critical infrastructure assets and sectors if 
disrupted.

Positive Security Obligations may include 
one or all of the following:

1. Mandatory Cyber Security Incident 
Reporting (commenced 8 April 2022, 
grace period to 8 July 2022) – focus 
of this presentation

2. Requirement to provider operational and 
ownership information to the register of 
critical infrastructure assets (commenced 8 
April 2022, grace period to 8 October 2022)

3. Requirement to have, develop and maintain 
a Risk Management Program (not yet 
commenced).

Enhanced Cyber Security Obligations may apply 
which will require a SoNS to: 

1. develop, update and comply with a cyber 
security incident response plan; 

2. undertake cyber security exercises to build 
cyber preparedness

3. undertake vulnerability assessments; and 

4. provide system information.

11 Critical 
Infrastructure Sectors

22  Critical 
Infrastructure Asset 

Classes

Positive Security 
Obligations

Systems of 
National 

Significance

Enhanced 
Cyber Security 

Obligations

Government Assistance 
“Cyber Security Crisis Response”

1. Protection of Australia’s Critical Infrastructure – an overview 



2. What is the mandatory cyber incident 
reporting obligation and why is it 
important? 
From 8 July 2022, responsible entities for selected 
critical infrastructure asset classes are required to 
report certain types of cyber security incidents to CISC 
via ACSC. 

Responsible entities must report:
• Critical cyber security incidents having a 

significant impact within 12 hours of becoming 
aware of the incident; and

• Other cyber security incidents having a relevant 
impact within 72 hours of becoming aware of the 
incident.



The SOCI Act defines ‘cyber security incident’ and ‘unauthorised access, modification or impairment’ as follows:

(1) For the purposes of this Act: 

(a) access to: 

(i) computer data; or 
(ii) a computer program; or 

(b) modification of: 

(i) computer data; or 
(ii) a computer program; or 

(c) the impairment of electronic 
communication to or from a computer; or 

(d) the impairment of the availability, 
reliability, security or operation of: 

(i) a computer; or 
(ii) computer data; or 
(iii) a computer program; 

by a person is unauthorised if the person is 
not entitled to cause that access, 
modification or impairment. 

2. What is the mandatory cyber incident reporting obligation and 
why is it important? (cont.)

12M Meaning of cyber security incident 

A cyber security incident is one or more acts, events or 
circumstances involving any of the following: 

(a) unauthorised access to: 

(i) computer data; or 
(ii) a computer program; 

(b) unauthorised modification of:

(i) computer data; or 
(ii) a computer program; 

(c) unauthorised impairment of electronic communication to or from a 
computer; 

(d) unauthorised impairment of the availability, reliability, security or 
operation of: 

(i) a computer; or 
(ii) computer data; or 
(iii) a computer program.  

(1A) The following is an example of a 
situation where a person is not 
entitled to cause access, 
modification or impairment of a kind 
mentioned in subsection (1): a person 
who is an employee or agent of the 
responsible entity for an asset would 
exceed the person’s authority as such 
an employee or agent in causing such 
access, modification or impairment in 
relation to the asset. 

12N Meaning of unauthorised access, modification or impairment 



2. What is the mandatory cyber incident 
reporting obligation and why is it 
important? (cont.)
The information collected will enhance the Australian 
Government’s ability to develop strategies to identify 
and respond to security risks for assets which, if 
disrupted, would significantly impact Australia. 

• Industry: allow CISC and ACSC to support industry 
to respond to and resolve serious cyber incidents. 

• CISC: will consider reports to inform our 
engagement with asset owners and operators on 
cyber security risks. 

• ACSC: will use your report to inform its 
understanding and strategies to respond to cyber 
threats.



3. What do I have to do to report? 
Where do I go to report?

You can report cyber security incidents to either:

• The ACSC website: report a cyber security incident

• The ACSC hotline: 1300 292 371

• Note: Hotline reports must be accompanied by a 
written report via the website within 84 hours of the 
initial report for critical incidents and 48 hours for other 
incidents. 

• Further guidance can be found at 
https://www.cisc.gov.au/resources-and-contact-
information/resources/fact-sheets

https://www.cyber.gov.au/acsc/report/report-a-cyber-security-incident#no-back
https://www.cisc.gov.au/resources-and-contact-information/resources/fact-sheets


4. Which entities have to report?

*See the Security of Critical Infrastructure (Application) Rules 2021 for more info: Federal 
Register of Legislation - Australian Government

• Critical 
telecommunications 
assets

• Critical defence 
industry assets

• Certain aviation assets*
• Critical maritime 

assets*
• Certain QLD sugar 

mills*

Responsible entities for all critical infrastructure 
asset classes must report, except responsible 
entities for:

Entities that are not required to report are still 
encouraged to report cyber security incidents to the 
ACSC.

https://www.legislation.gov.au/Series/F2022L00562


5. Significant vs relevant impact
• A significant impact means your asset is used in connection with 

the provision of essential goods or services and the incident has 
materially disrupted the availability of those goods or services. 
For example: 

• You lose control of your operating technology.
• Your asset is unable to function as intended and you are unable 

to deliver services.
• You shut down core services to contain the incident.

• A relevant impact means that the availability, integrity or reliability 
of, or confidentiality of information about, your asset has been 
impacted in some way. For example: 

• Your corporate systems are impacted which, for example, 
inhibits your internal communications systems or customer 
records, but your asset still operates and can still deliver its 
core functions. There is no material disruption to essential 
goods and services.



5. Significant vs relevant impacts (cont.)

Significant impacts
 You cannot provide electricity, gas, 

liquid fuels 

 You cannot control the distribution 
of your essential good or service

 An actor is changing the chemical 
values in a water treatment plant

 You operate a banking asset and 
ATMs are offline

 You have to shut down airport 
operations because you have lost 
control of the systems required to 
safely land aircraft

Relevant impacts
 Customer data has been leaked, 

but you can still provide your core 
service e.g. supply energy

 Employee data has been 
accessed by an unauthorised 
party, but your asset is still able 
to function as normal

 Patient data has been locked, but 
you can still provide patient care

 Warehouse inventories have 
been tampered with, but you can 
still transport and distribute food 
and groceries

 Corporate systems like emails 
records are offline but the asset 
is still able to function. 



6. What’s generally not reportable?
• Scam calls and emails
• Telephone denial-of-service (TDoS) attacks
• Social engineering and suspicious contacts

These only have to be reported if they have a 
significant impact or relevant impact on an asset, 
such as unauthorised impairment via computer or 
infiltration of computer data or programs. 

You should take steps to protect your people, 
information and assets against threats like these, 
however, you do not need to report them for SOCI 
purposes. 



• An employee of a critical infrastructure entity has noticed the 
cursor moving on its own on one of the key corporate systems. 
The employee tries to take control of the computer but they 
cannot. 

• Shortly afterwards, the corporate system becomes unavailable, 
which is directly impeding the ability of the asset to provide 
essential services, creating a large impact on customers. 

This would be considered a critical cyber security incident and 
needs to be reported within 12 hours because it impacted: 

 An asset used in connection with essential goods or services

 Materially disrupted the availability of those goods and services. 

Case study of a ‘critical’ cyber security incident 

7. How does cyber incident reporting 
work in practice? 



Case study of an ‘other’ cyber security incident 
• A team member at a critical infrastructure entity goes to open an 

internal planning document relating to the asset and finds that it, along 
with thousands of related files, have been encrypted and they cannot 
access them. They contact IT and IT identifies that the entity’s 
computer systems have been infected with malware. 

• The entity is contacted by cybercriminals who demand a ransom 
payment, otherwise they will leak the entity’s non-public policies, plans 
and procedures to the dark web. 

• Whilst plans and procedures about the asset have been accessed, 
there is no impact to the entity’s delivery of essential goods and 
services, which continue functioning as normal.

This would be considered an other cyber security incident and reported 
within 72 hours because: 
 It impacted the confidentiality of information contained within the 

asset (entity policies, plans and procedures)
× but did not materially disrupt the availability of the essential goods 

or services the asset provides. 



8. What is CISC’s compliance 
approach?
• The first 12 months from 8 July 2022 will be 

considered a learning and familiarisation 
phase. 

This means that:

• The Centre will focus on education, support and 
working with entities to understand the reporting 
thresholds as they relate to each sector. 

• Enforcement action will focus only on egregious 
non-compliance, such as failure to report critical 
incidents, rather than the timeliness of reporting 
or whether reporting contains a sufficient level of 
detail.



9. Next steps:
• More sector specific engagement with industry.

• We will use this engagement to prepare more 
relevant industry guidance.

• Engagement with other regulators to identify 
opportunities to minimise duplication.

• Engagement with state and territory regulators. 
This will help to identify opportunities for how 
government-owned enterprises can meet reporting 
obligations to both local regulators and the Centre.



Q&A



Thank you
Report your cyber incidents here: https://www.cyber.gov.au/acsc/report/report-a-cyber-
security-incident#no-back

Further helpful resources include:

• Cyber security incident reporting factsheet: https://www.cisc.gov.au/critical-
infrastructure-centre-subsite/Files/cyber-security-incident-reporting.pdf

• ‘What the changes mean for me’ for asset class and responsible entity definitions: 
https://www.cisc.gov.au/legislative-information-and-reforms/critical-
infrastructure/what-the-changes-mean-for-me

The TISN will be the key forum for the uplift of Australia’s critical infrastructure into the 
future, and can be contacted at CIR@homeaffairs.gov.au

Protecting Critical Infrastructure and Systems of National Significance

https://www.cyber.gov.au/acsc/report/report-a-cyber-security-incident#no-back
https://www.cisc.gov.au/critical-infrastructure-centre-subsite/Files/cyber-security-incident-reporting.pdf
https://www.cisc.gov.au/legislative-information-and-reforms/critical-infrastructure/what-the-changes-mean-for-me
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