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Security Obligation 

For the purpose of national security, carriers, carriage service providers and carriage 

service intermediaries (C/CSPs) must do their best to protect telecommunication networks 

and facilities they own, operate or use from unauthorised interference or unauthorised 

access.   

Who does the security obligation 
apply to? 

The security obligation applies to all carriers, carriage service 

providers and carriage service intermediaries (C/CSPs) 

w ithin the meaning of the Telecommunications Act 1997: 

 Carriers  - persons w ho hold a carrier licence.  

 Carriage service providers – entities that use or operate 

a netw ork unit to supply carriage services to the public. 

 Carriage service intermediaries  - entities that arrange 

the supply of a listed carriage service by a carriage 

service provider to a third person.  

 Nominated carriage service providers - carriers 

nominated under the Telecommunications (Interception 

and Access) Act 1979.  

This includes providers that have telecommunications 

netw orks (‘netw orks’) and facilities, based in Australia or 

overseas, w hich are used to provide services and carry 

and/or store information from Australian customers.  

What does the security obligation 
require? 

C/CSPs must do their best to protect the netw orks and 

facilities they ow n, operate or use, from unauthorised access 
or interference to ensure: 

 the availability and integrity of telecommunications 

netw orks and facilities. 

 the confidentiality of communications carried on, and 

information contained on telecommunications netw orks or 

facilities. 

The term 'do your best' broadly means taking all reasonable 

steps to protect your netw orks and facilities from 

unauthorised access or interference. 

This w ill require C/CSPs to maintain competent supervision 

of, and effective control over, telecommunications netw orks 

and facilities ow ned or operated by the carrier or provider.  

Availability and integrity of 
telecommunications networks and 
facilities 

Availability is about ensuring that authorised users have 

access to information, communications and 

telecommunications netw orks and facilities w hen required. An 

example w here netw orks and facilities are not available 

w ould be a denial-of-service attack w hich prevents the 

ordinary functioning of the service, w hich could have serious 

economic, social or other consequences (particularly in an 

emergency).  

Integrity relates to the accuracy and completeness of 

information and communications, as w ell as the protection of 

telecommunications netw orks and facilities from compromise 

or unauthorised modif ication. An example of a breach of 

integrity w ould be w here a C/CSP’s systems are accessed by 

a third party and modif ied to allow  remote access by that 

party.  

What is ‘competent supervision’? 

Competent supervision is the ability of a C/CSP to maintain 

technically proficient oversight of its netw ork and facilities. 

Competent supervision could include arrangements to: 
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 maintain visibility of netw ork and facility operations 

 maintain visibility of data f low  and locations 

 maintain aw areness of parties w ith access to 

infrastructure  

 detect security breaches or compromises. 

What is ‘effective control’? 

Effective control refers to a C/CSP's ability to maintain direct 

authority to ensure that its netw ork and facilities, 

infrastructure and information stored or transmitted, is 

protected from unauthorised interference or access.  

This w ould include authority over all parties w ith access to 

netw ork infrastructure and, as noted above, the ability to 

control w ho has access to netw ork systems, facilities, 

information and access restrictions, such as: 

 direct actions to ensure the integrity of netw ork operations 

and the security of information they carry; 

 terminate contracts w ithout penalty w here there has been 

a security breach or data breach reasonably attributable 

to the contracted services or equipment; 

 address issues of data sovereignty; 

 direct contractors to carry out mitigation or remedial 

actions; 

 oblige contractors to monitor and report breaches to the 

C/CSP; and  

 re-establish the integrity of data or systems w here 

unauthorised interference or unauthorised access has 

occurred. 

How do you meet your security 
obligation? 

The most effective w ay for C/CSPs to comply w ith their 

security obligation is to: 

 adopt a risk-based approach to protecting netw orks and 

facilities; and 

 maintain competent supervision of, and effective control 

over, telecommunications netw orks and facilities ow ned 

or operated by the carrier or provider. 

Does this security obligation apply 
to existing systems? 

C/CSPs are not expected to retrofit existing systems to 

comply w ith security obligations, except in rare cases w here 

a signif icant security vulnerability is found in an existing 

netw ork or facility that could facilitate acts of espionage, 

sabotage and foreign interference.   

In such cases, Government agencies w ill seek to w ork w ith 

the C/CSP to develop cost effective solutions to better 

manage the risks posed by the existing vulnerability.  

Risk profiles 

The Centre w ill w ork more closely w ith C/CSPs considered to 

be at higher risk to assist them to manage potential 

vulnerabilities to their netw orks and facilities by providing 

specif ic threat advice and security briefings, and assisting 

them to develop risk mitigation strategies for planned 

changes to netw orks that pose a higher risk to unauthorised 

access or interference. 

For further details on risk profiles see - Engagement and 

Information Sharing in the Administrative Guidelines. 

Contact us 

Any questions about the security obligation should be 

directed to the Cyber and Infrastructure Security Centre by 

email at enquiries@cisc.gov.au or on 1300 27 25 24. 
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