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Security Notification 

Examples 

The Cyber and Infrastructure Security Centre (the Centre) has prepared the following 

examples to assist carriers, carriage service providers and carriage service intermediaries 

to understand their Telecommunications Sector Security (TSS) obligations. 

Notification requirement 

Circumstances where you do need to notify the Centre 

Third-party access to facilities and systems 

Newco is a carrier with points of presence (PoPs) throughout Australia. As customers transfer to the NBN, Newco plans to 

decommission excess equipment (e.g., DSLAMs) in its PoPs and repurpose the space for colocation services. Newco will 

install new networking equipment to facilitate new connections by colocation customers and upgrade existing power systems 

to cater to expected demand. Colocation customers will have access to Newco’s PoPs and be able to connect their 

collocated equipment directly to Newco’s systems. 

How TSS applies 

Newco should notify the Centre of this proposed change because offering a new service and granting third-parties access to 

its facilities may each have a material adverse effect on Newco’s capacity to comply with its security obligations under 

subsection 313(1A) of the Act. 

 

Equipment affecting a significant quantity of people 

Puffin is a carrier supplying mobile and fixed-line services. Puffin wants to replace its current range of fixed-line Vendor A 

modem-routers with equipment from Vendor B, which Puffin will use to create a publicly accessible Wi-Fi network. 

How TSS applies 

Puffin should notify the Centre of this proposed change because changes affecting a large volume of customers, connecting 

equipment from a new vendor to Puffin’s existing network, and creating a new access network may each have a material 

adverse effect on Puffin’s capacity to comply with its security obligations under subsection 313(1A) of the Act. 
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New supply chain 

HiFibre is a carrier offering managed lines and dark fibre to enterprise and government customers. HiFibre currently 

procures all hardware and software directly from the respective manufacturers and developers. HiFibre now wants to change 

its procurement processes, but not necessarily, the goods it procures. 

How TSS applies 

HiFibre should notify the Centre of this proposed change because involving new third parties in supply chain/procurement 

arrangements (even without any change to the goods and services being procured) may have a material adverse effect on 

HiFibre’s capacity to comply with its security obligations under subsection 313(1A) of the Act. 

 

First time renewing existing MSP agreement 

Example Co is a mobile virtual network operator (MVNO) and nominated carriage service provider (NCSP). Example Co 

currently uses a managed service provider (MSP) located in Australia to provide Tier I (or Level 1) customer service and 

technical support. Example Co wants to renew its contract with the MSP for the first time since TSS came into effect. The 

MSP has access to Example Co’s systems and records, including: customer details, billing information, call history, and 

service provisioning.  

How TSS applies 

Example Co should notify the Centre of this proposed change because entering into outsourcing arrangements—including 

ongoing arrangements for which a notification has not previously been submitted—may have a material adverse effect on 

Example Co’s capacity to comply with its security obligations under subsection 313(1A) of the Act. 

 

Third-party managed equipment 

Acme is a carrier and CSP. Acme wants to improve streaming video performance for its customers by deploying Vend Co 

storage appliances throughout its network. Acme staff will install the appliances supplied by Vend Co, which connect directly 

to Acme’s core network at multiple high-traffic locations. Vend Co will not have physical access to any of Acme’s facilities or 

equipment, but is responsible for ongoing management and operation of the storage appliances. Acme will not have any 
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control over the appliances (beyond disconnecting them from its systems). Vend Co has said its appliances may monitor 

Acme’s network traffic and send information to Vend Co for the purpose of product optimisation 

How TSS applies 

Acme should notify the Centre of this proposed change because connecting equipment over which Acme has limited control 

and supervision to its core network may have a material adverse effect on Acme’s capacity to comply with its security 

obligations under subsection 313(1A) of the Act. 

 

Software overhaul 

ThreeTel is a carrier operating its own mobile network. ThreeTel currently uses operational support systems (OSS) supplied 

by VendCo. To reduce costs, ThreeTel wants to replace its existing OSS with a combination of open-source software and 

proprietary, closed-source software developed and supplied by ValU. ThreeTel employees have audited the open-source 

software and compiled it internally. ValU will not allow customers or third parties to audit its products, but say that its home 

country government regularly inspects its source code and has certified its security. 

How TSS applies 

ThreeTel should notify the Centre of this proposed change because replacing existing mission critical software and using 

new mission critical software (especially software that has not been subject to an independent audit) may each have a 

material adverse effect on ThreeTel’s capacity to comply with its security obligations under subsection 313(1A) of the Act. 

Please note that these examples are indicative only and are not an exhaustive list of circumstances where the legislation applies. 

Please send any questions to enquiries@CISC.gov.au. 
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Circumstances where you do not need to notify the Centre 

Similar equipment from existing vendor 

Gen Air Inc. is a carrier specialising in deploying managed Wi-Fi networks for stadiums, airports, shopping centres, and 

other public locations. Gen Air Inc. wants to replace some of its existing access points with newer models from the same 

vendor. The new models are more energy efficient and add 802.11ac support, but do not include any additional functionality 

and Gen Air Inc. can integrate them into its existing management and control systems. 

How TSS applies 

Gen Air Inc. does not need to notify the Centre of this proposed change because replacing existing equipment with similar 

equipment from the same vendor is not likely to have a material adverse effect on Gen Air Inc.’s capacity to comply with its 

security obligations under subsection 313(1A) of the Act. 

 

Self-remediation 

Discount Broadband (Discount) is an NBN RSP and NCSP. A recent independent security audit of Discount’s systems 

revealed that third parties could exploit outdated traffic rules to gain unauthorised access to sensitive customer data. 

Discount responded to this information by updating its traffic rules to decrease opportunities for malicious or opportunistic 

unauthorised access. 

How TSS applies 

Discount does not need to notify the Centre of this change because it made a routine change to an existing system and that 

change is not likely to have a material adverse effect on Discount’s capacity to comply with its security obligations under 

subsection 313(1A) of the Act. 

Please note that these examples are indicative only and are not an exhaustive list of circumstances where the legislation applies. 

Please send any questions to enquiries@CISC.gov.au. 
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