
Protection of Australia’s Critical Infrastructure Summary

11 Critical Infrastructure Sectors: communications, data storage or 
processing; financial services and markets; water and sewerage; 
energy; health care and medical; higher education and research; food 
and groceries; transport; space technology and defence industry

22 Critical Infrastructure Asset Classes who  
may be subject to positive security obligations.

Positive Security Obligations may include 
one or all of the following:  

1. Mandatory Cyber Security Incident Reporting  
(commenced 8 April 2022, entities must be 
compliant within 6 months of being subject to  
obligation)

2. Requirement to provider operational and 
ownership information to the register of critical 
infrastructure assets (commenced 8 April 2022, 
entities must be compliant within 6 months of 
being subject to obligation) 

3. Requirement to have, develop and maintain 
a Risk Management Program 

 Rules to create baseline security standards: 
Cyber Security, Physical Security, Supply 
Chain Security and Personnel Security 

 Entities must identify and mitigate ‘material 
risks’ that have a substantial impact on the 
availability, reliability and integrity of a critical  
infrastructure asset.

Systems of National Significance (SoNS): 

Significantly smaller subset of critical infrastructure 
assets that are most crucial to the nation, by virtue of 
their interdependencies across sectors and potential 
for cascading consequences to other critical 
infrastructure assets and sectors if disrupted. 

Enhanced Cyber Security Obligations may 
apply which will require a SoNS to: 

1. develop, update and comply with a 
cyber security incident response plan 

2. undertake cyber security exercises to build 
cyber preparedness

3. undertake vulnerability assessments; and 

4. provide system information.

Government Assistance has commenced 
and applies to all critical infrastructure 
sectors and assets

Enables government to assist in the defence of 
critical infrastructure assets from cyber security 
threats, in light of their criticality to the social or 
economic stability of Australia or its people, the 
defence of Australia, or national security. 

Government Assistance 
“Cyber Security Crisis Response”
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