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Foreword

Critical infrastructure delivers the essential services for our daily lives, 
and is vital to Australia’s prosperity and security.

Recent legislative reforms to the Security of Critical Infrastructure Act 
2018 provide Australia with a critical infrastructure preventative and 
post-incident response framework.

The Cyber and Infrastructure Security Centre (the Centre) facilitates an 
all-hazards critical infrastructure resilience regime enabled by a stronger 
focus on cyber security – given the key role cyber security plays across 
all critical infrastructure sectors, and the rapidity with which a major 
cyber attack could impact multiple sectors.

To achieve this, the Centre leverages partnerships across sectors and 
between regulators and agencies to empower critical infrastructure owners and operators to remain 
resilient in an ever-changing risk and operating environment. 

Industry’s knowledge of sectors, businesses, operations and processes is critical for our collective 
understanding of the environment and our approach to capability uplift. Our Trusted Information 
Sharing Network, for example, continues to enable this vital work.

The Centre also facilitates exercises in a way that helps asset owners and operators to meet their 
obligations and prepare for incidents, noting the significant benefits to be gained from proactive 
compliance and risk mitigation. More than ever, critical infrastructure security is a shared 
responsibility between government and industry. 

The Centre sees Protecting Australia Together as the start of a conversation and a prelude to further 
work by the Centre. By explaining our functions, mission and approach, we hope this document will 
provide an understanding of the ways our work will enable all facets of the critical infrastructure 
community to remain secure and resilient, for the benefit of all.

Hamish Hansford

Group Manager
Head, Cyber and Infrastructure Security Centre
Department of Home Affairs

April 2022
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Partnering with industry, government and key stakeholders 
to protect Australia’s critical infrastructure

Preface

This document provides a factual overview of the Cyber and Infrastructure Security Centre’s role in 
supporting the resilience of Australia’s critical infrastructure. It outlines how we intend to draw on 
expertise from across the Australian community – governments, industry, regulators, technical 
advisers and academia – to empower asset owners and operators, now and in years to come 
(Figure 1).

For further resources and up-to-date information, or for details on how to contact us, visit the Cyber 
and Infrastructure Security Centre website at https://www.cisc.gov.au/.

Figure 1. Facilitating best-practice advice and engagement across critical infrastructure sectors 

https://www.cisc.gov.au/
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Strategic outlook: the operating environment

Threats to the secure and effective performance of Australia’s critical infrastructure are varied and 
ever present. These can emanate from inside or outside an organisation and range from hostile or 
criminal activity, foreign interference, terrorism and natural disasters through to poor physical, 
personnel and cyber security practices. The impact of an incident can also have cascading 
consequences for multiple assets and services.

So far in 2022 alone, impacts from flood events and the COVID-19 pandemic have shown the 
potential for diverse hazards to disrupt supply chains and the operation of essential services. 

Across the world, cybercrime targeting essential services – such as the health care, food distribution 
and energy sectors – has demonstrated the vulnerability of critical infrastructure. The Australian 
Cyber Security Centre (ACSC) found that around one quarter of cyber security incidents reported in 
the 2020–21 financial year affected entities associated with Australia’s critical infrastructure.1

Similarly, the Australian Security Intelligence Organisation (ASIO) has noted that the increasingly 
interconnected nature of Australia’s critical infrastructure exposes vulnerabilities that, if targeted, 
could result in significant consequences for our economy, security and sovereignty. ASIO remains 
concerned about the potential for Australia’s adversaries to pre-position malicious code in critical 
infrastructure, particularly in areas such as telecommunications and energy.2

The Cyber and Infrastructure Security Centre (the Centre) has continued driving an all-hazards 
critical infrastructure resilience regime. To do this, the Centre brings together knowledge and 
capabilities from across government, industry and the broader community to understand risks and 
implement mitigations. Our engagement with critical infrastructure owners and operators, who best 
understand their sectors and assets, will be needed to support our security and prosperity. 

To guide and underpin our collective efforts, the Centre is updating the 2015 Critical Infrastructure 
Resilience Strategy.3 Likewise, two tranches of amendments to the Security of Critical Infrastructure 
Act 2018 (SOCI Act), in late 2021 and April 2022, have delivered a critical infrastructure preventative 
and post-incident response framework to secure the services Australians depend on. 

These amendments, which now define 22 classes of critical infrastructure assets across 11 critical 
sectors, have strengthened our ability to respond to serious cyber attacks on critical infrastructure. 

Under the amended Security of Critical Infrastructure Act 2018, owners and operators of critical 
infrastructure assets can be asked to implement preventative obligations:

 provide ownership and operational information to Australia’s Register of Critical Infrastructure 
Assets 

 report cyber security incidents to the ACSC

 establish, maintain and comply with a Risk Management Program to identify and mitigate 
‘material risks’ to a critical infrastructure asset’s availability, reliability and integrity.

In the event of a cyber incident, ‘Government Assistance Measures' can be invoked – as a measure 
of last resort; these allow for gathering of information about the incident, directions to respond it or 
an intervention by the Government to respond.

Furthermore, the Minister for Home Affairs is empowered to declare a smaller group of critical 
infrastructure assets as Systems of National Significance, by virtue of their interdependencies 

__________

1 Australian Cyber Security Centre 2021, ACSC Annual Cyber Threat Report 1 July 2020 to 30 June 2021, p. 10.
2 Australian Security Intelligence Organisation 2021, ASIO Annual Report 2020–21, pp. 5, 20.
3 This will be available at <https://www.cisc.gov.au/resources-and-contact-information/resources>.
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across sectors and potential for cascading consequences if disrupted; these can then be subject to 
Enhanced Cyber Security Obligations, including the development of an incident response plan.

In its role as a regulator under this framework, the Centre strives to enhance confidence in the 
reliability, continuity and security of Australia’s critical infrastructure, enabling all businesses to 
address threats and challenges and benefit from an uplift in security and resilience across all 
sectors.

Critical infrastructure – when things go wrong

Past events demonstrate the potential impact on essential service delivery caused by threats to 

critical infrastructure – whether these arise from deliberate attack, natural hazard events, accidents 

or inadequate risk management.

 In September 2016, South Australia faced a widespread power outage caused by storm 

damage to electricity transmission infrastructure; almost the entire state lost its electricity supply 

until the system was gradually restored. 

 In September 2019, a ransomware attack by sophisticated cyber criminals forced some major 

regional hospitals in Victoria to go offline, affecting their booking systems and ability to manage 

services. 

 In March 2021, severe floods in New South Wales closed roads and rail lines in affected areas, 

heavily impacting supply lines and leading to supermarket stock shortages. 

 In May 2021, a ransomware attack by a Russia-based crime group targeted Colonial Pipeline, 

operator of the United States’ largest fuel pipeline network. The incident prompted the company 

to shut down its network to insulate the pipeline’s controls, and the shutdown sparked fuel price 

rises and fuel panic buying. Colonial Pipeline confirmed it paid a US$4.4m ransom to the 

hackers – arguing this was necessary – and the network was operational within days.
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Our role: we drive critical infrastructure 
security and resilience

On 1 September 2021, the Department of Home Affairs established the Centre to drive an 
all-hazards critical infrastructure resilience regime. Through engagement, partnerships, advice, 
exercises, modelling and regulation, the Centre empowers Australian owners and operators to meet 
best-practice standards and improve the resilience of our critical infrastructure (Figure 2).

The Centre brings together, and builds on, the Department’s critical infrastructure security, cyber 
security, aviation and maritime security, and background-checking capabilities. We also leverage the 
community’s collective expertise – working with governments, current and future asset owners and 
operators, industry, regulators, technical advisers and academia – to understand the operating 
environment and develop best-practice approaches and advice. 

Our regulatory functions are governed under the Security of Critical Infrastructure Act 2018, 
Part 14 of the Telecommunications Act 1997, the Aviation Transport Security Act 2004, the Maritime 
Transport and Offshore Facilities Security Act 2003, and the AusCheck Act 2007. We are working 
with stakeholders, including other government agencies, to harmonise and delineate our regulatory 
responsibilities and activities.

 Our regulatory role complements, but is distinct from, the ACSC’s mission to provide cyber 
security advice and assistance to Australian governments, businesses and individuals. The 
ACSC, which has no regulatory function, will continue to provide expert technical cyber advice 
and support on cyber threats.

Using the Centre’s established network, we work with other government agencies with expertise or 
relevant regulatory remits to provide tailored advice to industry.

In particular, we work with critical infrastructure owners and operators through the Trusted 
Information Sharing Network (TISN), our primary engagement mechanism with industry, to continue 
our vital role in bringing together stakeholders from across the critical infrastructure community to 
share information and approaches to resilience and security. 

Through the TISN, member organisations meet regularly within and across sector groups in a 
secure, non-competitive environment to enhance critical infrastructure resilience by: increasing 
awareness of threats and vulnerabilities and cross-sector dependencies; fostering communication 
between industry and all levels of government; and identifying gaps within each sector and 
implementing appropriate mitigation strategies.

Collectively, our efforts will support the resilience of critical assets and the reliable delivery of 
essential services that underpin the enduring confidence needed for all businesses – large, medium 
and small – to plan, grow and thrive. 

Our mission

To collaboratively ensure the security, continuity and 

resilience of Australia’s critical infrastructure
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Figure 2. Delivering advice and services to support and empower critical infrastructure sectors
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Our approach

Both educative and enforcement mechanisms are needed for an effective and flexible regulatory 

system that does not unnecessarily impede the efficient operations of regulated assets.

In promoting proactive compliance, the Centre focuses on education, advice and information 

exchange to help critical infrastructure asset owners and operators understand and meet their 

regulatory requirements and keep abreast of the evolving risk environment.

As a last resort, the Centre can proportionately and appropriately 

respond to non-compliance.
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Our approach: we are here to help

The Cyber and Infrastructure Security Centre works to provide best-practice advice, exercises, 
modelling and regulation that uplifts the security and resilience of all 11 critical infrastructure sectors. 
This work will be underpinned by the Australian Government’s Critical Infrastructure Resilience 
Strategy – now being updated for release in 2022.

As a key pillar of Australia’s cyber and critical infrastructure resilience management, we will promote 
our shared security and prosperity by fostering an exemplary regulatory environment. We will work 
with governments, industry and asset owners and operators to build robust frameworks and 
practices that remain agile and responsive in an ever-changing operating environment. 

Our guiding principles, outlined below, will inform our approach to engagement, and to critical 
infrastructure resilience and security.

Industry focused and collaborative

The Centre will continue to facilitate meaningful engagement to empower asset owners and 
operators to protect the assets, systems and services – including supply chains and networks – we 
all depend on. Insights from the critical infrastructure community will be needed to develop advice, 
tools and support.

Our approach reflects the collaborative efforts of industry, governments and the broader community. 
Partnership with asset owners and operators is vital to implementing mitigations, and responding to 
specific threats or hazards that jeopardise the operation of critical infrastructure assets and systems. 

Our wide-ranging functions and deepening expertise will also position us to support planners and 
operators of emerging and future critical infrastructure assets.

Centre workforce and capability

The Centre ensures our workforce can continue to support current and future critical infrastructure 
by providing tailored advice and assistance. We are building on our critical infrastructure security, 
cyber security, aviation and maritime security, identity security and background-checking capabilities 
by deepening our expertise across the range of critical infrastructure sectors. New capabilities will 
be developed as new challenges arise.  

We have staff based in cities across Australia who are well placed to engage with key stakeholders, 
and are exploring ways to better draw on sector expertise.  

Best-practice regulation

The Centre develops fit-for-purpose regulation, accreditation and compliance frameworks focused 
on educating stakeholders about their regulatory obligations – and providing support to meet them. 
Where standards, accreditation, policies or legislation require change, these will be reasonable and 
proportionate to the risk or issue at hand. 

The Centre will liaise with our international and domestic partners and strive for continuous 
improvement – to build trust, collaborate, be accountable and transparent, avoid duplication, and 
take an intelligence-led risk-based approach. In promoting education and voluntary compliance with 
the regulations underpinning the security of critical infrastructure, we remain poised to respond to 
non-compliance – proportionately and appropriately – where necessary. 
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Our work: we enable asset owners and operators

Build trusted partnerships 

The Centre brings together expertise from across governments, industry, regulators, 
non-government partners and the broader community to ensure that Australia’s critical infrastructure 
remains secure and resilient. Policymakers, regulators, intelligence and risk professionals, current 
and future asset owners and operators, technical experts and crisis managers all have a vital role to 
play.

Through the Centre, Australia also works with likeminded international partners to maintain a 
comprehensive understanding of the global risk environment, and examine best-practice 
approaches to shared challenges.

Domestically, the Centre works with the Australian critical infrastructure community – asset owners 
and operators in particular – and other government agencies with shared interests to mature our 
collective understanding of the risks to the critical assets and services we all rely on. 

Working together will ensure asset owners and operators have processes and risk mitigations in 
place to adequately prevent, prepare for, respond to and quickly recover from a significant incident. 

 To assist with these efforts, the Centre is expanding the TISN to all critical infrastructure sectors 
to improve education, collaboration and information sharing. 

 Our regional compliance officers also ensure effective implementation of aviation and maritime 
security measures, including by recommending additional measures to industry in response to 
threat and intelligence advice.

Identify and treat risks

Providing tailored information and advice for the critical infrastructure community, the Centre will 
work with subject-matter experts to identify and appropriately communicate hazards, risks, threats, 
vulnerabilities and opportunities. This includes undertaking joint assessment with the national 
intelligence community and other specialists where required. 

To help us interpret the risk environment and provide strategic and actionable advice for each sector 
and sub-sector, we will draw on information provided by the critical infrastructure community about 
their operations, dependencies and challenges. 

These assessments will guide policy development and assist government and industry to mitigate 
identified risks. Assessments may be proactive – to inform our stakeholders of emerging challenges 
– as well as demand-driven, to provide targeted support to asset owners and operators. 

Support standards, accreditation and regulatory reform

As technologies and the operating environment evolve, the Centre works with partners to ensure 
Australia’s framework remains fit for purpose to ensure Australia continues to meet its international 
standards and commitments.

 This includes contributing to development and application of specialised industry-specific 
standards and recommended practices, such as in the aviation industry through participation in 
the International Civil Aviation Organization, the International Maritime Organization and the 
International Telecommunication Union.

In support of the Australian Government’s deregulation agenda, the Centre is committed to creating 
and reviewing critical infrastructure regulations to improve this framework. Reviews will use an 
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intelligence-led and risk-based approach. Consultation and co-design with key stakeholders will 
help us to achieve the right balance.

Strong, fair and responsive regulatory settings help keep the Australian economy as efficient and 
flexible as possible, and support our industries to be sustainable and competitive in the global 
economy.

Background-checking services

The Centre continues to work with other agencies to harden Australia’s airports, seaports and 
offshore oil and gas facilities against terrorism and serious crime. In August 2021, new 
security-relevant offence criteria were introduced for the aviation and maritime security identification 
card (ASIC/MSIC) schemes. 

From 22 June 2022 the ASIC and MSIC schemes will also include criminal intelligence assessments 
– undertaken by the Australian Criminal Intelligence Commission (ACIC) – impeding those 
committing or aiding serious criminal actors from accessing secure areas of Australia’s aviation and 
maritime sectors, thereby boosting the integrity of relevant operating environments.

 AusCheck will continue to provide fast, fair and reliable background-checking services to 
enhance national security, in partnership with ASIO and the ACIC. Critical infrastructure asset 
classes will also be able to use AusCheck to assist in meeting their risk management program 
obligations under the amended SOCI Act.

 The AusCheck scheme treats trusted-insider risks in the ASIC, MSIC, and Security Sensitive 
Biological Agents check schemes, as well as at ministerially-declared Major National Events. 
Reforms are streamlining the completion time for most background checks, and further reforms 
are underway to improve security outcomes and customer and industry services.

Consultation with industry is underway on reforms that will see the Department of Home Affairs 
become the single issuing authority for ASICs and MSICs. 

Support in a crisis

The Centre supports critical infrastructure asset owners and operators to prepare for and respond to 
hazards that may prejudice Australia’s national interests or the continued delivery of essential goods 
and services. 

Exercises with governments, regulators and industry on a range of hazards are a key tool in 
preparing for a crisis – complemented by Government Assistance Measures as a last resort in 
response to a cyber incident. 

The Centre also supports well-established crisis management frameworks, working closely with 
Emergency Management Australia, including the Australian Government National Situation Room 
and the National Coordination Mechanism, to assist in a crisis.

Innovative regulation and compliance 

The Centre’s regulatory functions continue to be governed by the Security of Critical Infrastructure 
Act 2018, the Aviation Transport Security Act 2004, Part 14 of the Telecommunications Act 1997, 
the Maritime Transport and Offshore Facilities Security Act 2003 and the AusCheck Act 2007. 
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Amendments to the Security of Critical Infrastructure Act 2018 provide the Minister for Home Affairs 
with regulatory and authorisation responsibilities that are supported by the Centre. We will also work 
with other regulators to streamline existing frameworks and regulatory functions by, for example: 

 liaising with industry to improve our governing legislation, and working closely with government 
and industry to respond to the February 2022 report of the Parliamentary Joint Committee on 
Intelligence and Security on its review into the Telecommunications Sector Security Reforms  

 continuing to work with the transport industry – aviation, air cargo and maritime – to strengthen 
screening equipment upgrades, compliance oversight, and guidance to screeners to improve 
threat detection at screening points. This will be reinforced by the Screener Accreditation 
Scheme, which will set training and qualification requirements for security screeners and require 
all to pass an annual accreditation test set by the Centre

 strengthening the ASIC and MSIC schemes, with the introduction of criminal intelligence 
assessments into background checks as well as additional reforms planned to address 
vulnerabilities in the schemes’ regulatory regime

 engaging with the air cargo security industry to deliver further reforms to the security of domestic 
air cargo loaded at regional and remote airports by 1 July 2022.

The Centre promotes voluntary compliance by owners and operators. In time, the Centre will be an 
industry resource and validating body that works cooperatively with industry and government to 
jointly manage security risks. Our response to non-compliance will consider the specific nature of 
the risk created by non-compliance and the behaviour of an entity regarding its non-compliance. 

The Centre will also work with other regulators operating within critical infrastructure sectors to 
ensure the security and risk management of each asset is considered as a whole. 
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Looking forward 

The Cyber and Infrastructure Security Centre is committed to being a best-practice regulator, 
building on our newly-integrated capabilities to improve the critical infrastructure regulatory 
framework. 

We actively assist asset owners and operators to understand the risk environment and meet their 
regulatory requirements – for the shared benefit of all Australians.

As part of our ongoing efforts to expand engagement and progress reforms that bolster the security 
of critical infrastructure, the Centre will continue to hold town hall meetings and liaise directly with 
industry partners in critical infrastructure sectors. 

We will also expand our presence in other parts of Australia to assist with regular outreach. 

The new Critical Infrastructure Resilience Strategy, to be released in 2022, will underpin the 
Australian Government’s approach to critical infrastructure protection. Likewise, this strategy will 
recognise the combined roles of industry, governments and the broader community in ensuring 
reliable and secure services. 

Moreover, the Centre will begin a program of work to expand the TISN and upskill its members, both 
within and across sectors, as part of our improvements to network activity, administration and 
membership. This work will be supported by a new online engagement platform. 

The addition of new sector groups within the TISN will better reflect Australia’s critical infrastructure 
groups and better represent our economic interests. 

We remain focused on providing updated advice on the critical infrastructure regulatory framework 
and the evolving operating environment. And we will continue to facilitate best-practice approaches 
to empower asset owners and operators to meet their regulatory requirements. 

Together, we can provide confidence in the essential systems and services that underpin our 
economic and social prosperity.

We look forward to working with you. 

For further information, see the Cyber and Infrastructure Security Centre website: 
www.cisc.gov.au

http://www.cisc.gov.au/
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